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PUBLIC SECTOR ACTION PLAN ON CYBER RESILIENCE

- JOINT FOREWORD

...............................................................................

...............................................................................

DIGITAL TECHNOLOGY OFFERS HUGE OPPORTUNITIES
FOR SCOTLAND AS A MODERN, PROGRESSIVE NATION.

Whether in the public, private or third
sectors, our ability to inform and interact
with citizens and consumers is being
transformed by the digital world. Scottish
public bodies, businesses and charities are
developing ambitious plans to embrace
these opportunities.

Trust and confidence are fundamental to
the success of these plans. As the threat
from cyber criminals and other hostile
actors in cyberspace grows, we must do all
we can to ensure our digital services are as
secure as possible, and can recover quickly
when cyber-attacks succeed.

The ambition of the Scottish Government
and the National Cyber Resilience Leaders’
Board is for Scotland to be a world leading
nation in cyber resilience.

We start from solid foundations. Scotland’s
cyber resilience strategy, Safe, Secure

and Prosperous, provides an ambitious
framework for action. Many organisations
in Scotland'’s public, private and third
sectors have already prioritised putting

in place sound cyber security measures.
But we are realistic about the need for
further, concrete actions to help achieve
our ambition.

The Programme for Government sets

out a commitment to develop a suite

of action plans to help move Scotland

as a whole towards greater cyber
resilience. The overall aim of those action
plans will be to develop a culture in which
our nation’s cyber resilience is, rightly,
seen as everyone's business - from the
smallest micro business or charity, to the
largest, most complex public and private
sector organisations.

This Public Sector Action Plan, developed
jointly by the Scottish Government and

the National Cyber Resilience Leaders’
Board, represents an initial, significant step
towards establishing that wider culture of
cyber resilience in Scotland.

While many Scottish public bodies already
have sound standards of cyber security

in place, our aim is for the Scottish public
sector as a whole to become an exemplar
in this field over time.

By undertaking the actions set out in
this plan, Scottish public bodies will be
committing to implementing a common
approach to cyber resilience, offering
greater assurance to those who make
use of our digital public services.

Further, complementary action plans,
developed in partnership with the Scottish
private and third sectors, will follow.

We look forward to continuing to work
together with partners across Scotland,
the UK and internationally to realise our
goal of being a world leading nation in
cyber resilience.

John Swinney MSP
Deputy First Minister and Cabinet
Secretary for Education and Skills

Hugh Aitken
Chair, NCRLB
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EXECUTIVE SUMMARY

1. The importance of cyber resilience in Scotland’s public bodies has never been
greater. Digital technologies bring enormous opportunities for Scottish public services
- but they also bring with them new threats and vulnerabilities that we must take
decisive action to manage.

2. This Public Sector Action Plan has been developed in partnership by the Scottish
Government and the National Cyber Resilience Leaders’ Board (NCRLB). It sets out the
key actions that the Scottish Government, public bodies and key partners will take up
to the end of 2018 to further enhance cyber resilience in Scotland’s public sector. While
there are already strong foundations in place, its aim is to ensure that Scotland’s public
bodies work towards becoming exemplars in respect of cyber resilience, and are well
on their way to achieving this by the end of 2018.

3. The action plan focuses on public bodies. Delivery of the action plan will be
coordinated and led by the Scottish Government's Cyber Resilience Unit, working in
partnership with the NCRLB and Scottish public bodies. Wherever possible, the Scottish
Government will work with key partners in the wider public sector, including local
authorities, and universities and colleges, to promote an aligned approach to work

on cyber resilience.

KEY ACTIONS

A. Developing a common approach to cyber resilience in Scottish public bodies

4. Key Action 1: The Scottish Government will work with the NCRLB, the National
Cyber Security Centre (NCSC), the Scottish Public Sector Cyber Catalysts? and other

key partners to develop a Cyber Resilience Framework for Scottish public bodies by
end June 2018. This framework, with associated guidelines and requirements, will help
promote a common, effective, risk-based approach to cyber resilience across Scottish
public bodies. A high-level concept framework can be found at Annex B.

B. Initial baseline cyber resilience requirements for Scottish public bodies

5. The Scottish Government has worked with the NCRLB to identify the requirements
that will form the “initial baseline progression stage” under the Scottish Public Sector
Cyber Resilience Framework. The Scottish Government will ask public bodies to achieve
the following requirements to the following timelines:

m Key Action 2: Have in place minimum cyber risk governance arrangements,
by end June 2018.

m Key Action 3: Ensure that public bodies that manage their own networks become
active members of the NCSC's Cybersecurity Information Sharing Partnership (CiSP),
in order to promote sharing of cyber threat intelligence, by end June 2018.

1 See Key Action 10 in the action plan.
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m Key Action 4: Ensure they have in place appropriate independent assurance of critical
cyber security controls by end October 2018. To support this goal, funding will be
made available for public bodies to undergo Cyber Essentials “pre-assessments”, by
end March 2018.

m Key Action 5: Implement as appropriate the NCSC's Active Cyber Defence Programme,
which aims to make internet-based products and services safer to use, by end June
2018.

m Key Action 6: Have in place appropriate cyber resilience training and awareness-
raising arrangements for individuals at all levels of the organisation, by end June
2018.

m Key Action 7: Have in place appropriate cyber incident response plans as part of wider
response arrangements, and ensure these align with central incident reporting and
coordination mechanisms, by end June 2018.

C. Cyber security of supply chain and grant recipients

6. Key Action 8: Supply chain cyber security arrangements will form a key part of the
Scottish Public Sector Cyber Resilience Framework. As part of due diligence, it makes
good sense to ensure that other recipients of public money, such as grant recipients,
also demonstrate that they take cyber security seriously. As part of work to develop
the Framework, the Scottish Government will:

m develop a proportionate, risk-based policy in respect of supply chain cyber security
(aligned appropriately with GDPR requirements), to be applied by public bodies in
all relevant procurement processes. Industry partners will be consulted on a draft
policy early in 2018, with a view to it forming part of the Scottish Public Sector Cyber
Resilience Framework.

m develop guidance on the need for recipients of public grant funding to have in
place appropriate, proportionate and risk-based cyber security arrangements. These
requirements will align with the new supply chain policy and take effect alongside
them.

D. Ensuring Scottish public bodies can access cyber security expertise and support

7. Key Action 9: To ensure that Scottish public bodies can access appropriate expertise
in support of their work on cyber resilience, the Scottish Government will put in place an
innovative Dynamic Purchasing System for Digital Services (including cyber security), by
end October 2017.



6 A CYBER RESILIENCE STRATEGY FOR SCOTLAND PUBLIC SECTOR ACTION PLAN 2017/18

E. Leadership and knowledge sharing

8. Key Action 10: To promote leadership and knowledge sharing, the Scottish
Government will coordinate a Public Sector Cyber Catalyst scheme, under which
a number of leadership bodies will commit to work towards becoming exemplars
in respect of cyber resilience, helping identify common issues and solutions, and
sharing learning and knowledge with the wider public sector.

F. Monitoring and Evaluation

9. Key Action 11: The Scottish Government will put in place a monitoring and
evaluation framework to assess progress against this action plan and, once finalised,
the Cyber Resilience Framework.

A summary of the key actions different bodies should take, along with timelines,
can be found at Annex A to this action plan.
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1. INTRODUCTION AND BACKGROUND

10. Safe, secure and prosperous: a cyber resilience strategy for Scotland?, was published
in 2015. It set out the Scottish Government'’s vision for Cyber Resilience in Scotland:

Scotland can be a world leader in cyber resilience and be a nation that can claim,
by 2020, to have achieved the following outcomes:

(i) Our people are informed and prepared to make the most of digital technologies
safely.

(ii) Our businesses and organisations recognise the risRs in the digital world
and are well prepared to manage them.

(iii) We have confidence in, and trust, our digital public services.
(iv) We have a growing and renowned cyber resilience research community.

(v) We have a global reputation for being a secure place to live and learn,
and to set up and invest in business.

(vi) We have an innovative cyber security goods and services industry that can help
meet global demand.

These outcomes are interdependent - progress towards one may underpin or drive
progress towards others.

11. “Safe, secure and prosperous” is closely aligned with the UK National Cyber
Security Strategy? which sets out the UK Government's strategic approach to making
the UK secure and resilient in cyberspace. Cyber security is a reserved matter, but it has
strong implications for the delivery and resilience of devolved services - as such, the
Scottish Government works closely with key partners such as the UK National Cyber
Security Centre to ensure appropriate alignment between work on cyber resilience

at the UK and Scottish levels.

12. This action plan has been developed in partnership by the Scottish Government
and the National Cyber Resilience Leaders' Board (NCRLB). It sets out the action the
Scottish Government intends to take, working closely with the NCRLB and its partners
in the wider Scottish public sector, in order to make progress during 2017-18 towards
outcome (iii) above:

We have confidence in, and trust, our digital public services.

This outcome aligns closely with the outcome set out in Scotland's Serious Organised
Crime Strategy* for Scotland’s public sector organisations to protect themselves from
cyber threats.

2 http://www.gov.scot/Publications/2015/11/2023
3 https://www.gov.uk/government/publications/national-cyber-security-strategy-2016-t0-2021
4 http://www.gov.scot/Resource/0047/00479632.pdf



http://www.gov.scot/Publications/2015/11/2023
https://www.gov.uk/government/publications/national-cyber-security-strategy-2016-to-2021
http://www.gov.scot/Resource/0047/00479632.pdf
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13. The immediate focus of the action plan is on Scotland’s public bodies® - timelines
and monitoring requirements will apply to them as set out under the key actions in this
document. The Scottish Government will also seek to work constructively with areas
such as local government and the universities and colleges sector, in order to align action
on cyber resilience across the wider public sector wherever possible, and facilitate the
spread of good practice.

14. Work is also being taken forward by the Scottish Government, the NCRLB, and
partners in the private and third sectors to make progress towards our strategic
outcomes. The NCRLB is of the view that providing strong leadership on cyber resilience
in the public sector will assist in raising awareness and activity in the private and third
sectors. Every effort will be made to align the approach taken in the public sector with
the approach taken in the private and third sectors.

15. This action plan will form part of wider work on improving the overall security and
resilience of Scotland’s public sector, including in respect of Critical Infrastructure. While
a specific focus on cyber resilience is appropriate at this stage in view of the urgency

of the cyber threat, our intention is that the actions set out in this plan should in due
course form an integral part of coherent wider security and resilience arrangements,
including in respect of physical and personnel security - both of which are key to cyber
resilience.

16. While the focus of this action plan is on cyber resilience, the actions set out in this
plan will also help ensure that Scottish public bodies are meeting key requirements in
respect of protecting personal data, which will be strengthened by the General Data
Protection Regulation (GDPR)® from May 2018. The Information Commissioner has, for
example, noted publicly that achieving Cyber Essentials accreditation can assist with
preparing for GDPR. Public bodies should consider how work on cyber resilience aligns
with their wider work on GDPR compliance.

The importance of cyber resilience to Scotland’s public bodies

17. “Cyber resilience” means being able to prepare for, withstand, and rapidly recover
and learn from deliberate attacks (or accidental events) that have a disruptive effect on
interconnected technologies. Cyber security is a key element of being resilient, but cyber
resilient people and organisations recognise that being safe online goes far beyond just
technical measures. By building understanding of cyber risks and threats, they are able
to take the appropriate measures to stay safe and get the most from being online.

5 An accompanying implementation toolkit, available at www.gov.scot/cyberresilience, provides further
detail on the applicability of this plan to public bodies. Arrangements in respect of Scottish health boards
and Scottish Water must align with the requirements of the new EU NIS Directive as implemented at UK
level, details of which are still being developed. As these requirements become clearer in early 2018, the
Scottish Government Cyber Resilience Unit will work closely with the new Competent Authority/ies set
up under the NIS Directive to consider how best to apply this action plan to the health and water sectors.

6 https://ico.org.uk/for-organisations/data-protection-reform/
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18. The importance of ensuring cyber resilience in Scotland’s public bodies has never
been greater, because of:

(i) The scale and nature of the cyber threat, and the risks it presents to our ambitions
for Scotland’s digital public services and our overall security and resilience:
Scotland’s refreshed digital strategy’ makes clear that digital connectivity offers

huge opportunities to redefine the relationship between Scottish public bodies and
the people they serve. The Scottish Government is committed to establishing all new
government organisations as digital businesses, designed around the needs of their
users, in order to benefit from these new technologies. But with these opportunities
come new threats and vulnerabilities. If we are to realise the enormous opportunities
technology offers to our citizens, businesses, and public services, we must develop
our understanding of the new risks the digital environment presents - and respond
in an effective, coherent and proportionate way across all of Scotland’s public bodies.

The global cyber-attack on 12 May 2017, which affected more than 150 countries
worldwide and had an impact on some areas of the NHS in Scotland and England,
underlined the potential seriousness of the cyber threat. The NCSC assesses that
the number and severity of cyber incidents affecting public (and private) sector
organisations will continue to increase. These threats come from a variety of
sources, including hostile state actors, cyber criminals, political activists and others.

(if) Forthcoming legislative changes and their potential legal, financial and
reputational impact: The new General Data Protection Regulation (GDPR) and the
Security of Network and Information Systems (NIS) Directive both come into force in
May 2018, and place new duties on public (and private and third) sector organisations
to ensure the protection of personal data, and the continuity of essential services
reliant on network and information systems, and to report cyber security breaches.
Public sector organisations could face significantly increased administrative fines of
up to €20 million for data breaches and/or cyber security failures leading to service
failure. The UK Government has indicated its intention to implement GDPR and the
NIS Directive in full.

(iii) Economic opportunity: There is a significant opportunity for Scotland to leverage
work on cyber resilience in the public, private and third sectors to promote economic
growth. The Scottish Government’'s goal is to ensure that the demand created by

an enhanced focus on cyber resilience, along with the wider reputational benefits

of ensuring cyber resilient organisations, results in the growth of a world-leading
cyber security goods and services sector in Scotland, with benefits for inward
investment and exporting.

7 http://www.gov.scot/Resource/0051/00515583.pdf
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19. Scottish Ministers have made clear their expectation that Scottish public bodies
will play a leadership role in driving forward higher standards of cyber resilience

in Scotland. Whether provided by central or local government, executive agencies,
non-departmental public bodies (NDPBs), emergency services, NHSScotland, our
education sector, or other public bodies, it is crucial that our citizens, businesses

and organisations have confidence in, and can trust digital public services.

20. The NCRLB has articulated its view that, in time, cyber resilience should be

“baked into” Scottish public sector processes and infrastructure. It emphasises that
cyber resilience is as much a cultural issue as a technical one. They view it as vital

that Scotland’'s public bodies understand and manage the cyber threat at Board/Senior
Management level, and take action to promote a culture of cyber security at all levels of
the organisation. Coherent action is required across organisations in both the technical
and personnel domains to ensure a genuinely effective response to the cyber threat.

Current levels of cyber resilience in Scotland’s public sector

21. A strong strategic framework for action across all sectors already exists in the

form of Scotland’s Cyber Resilience Strategy (“Safe, Secure and Prosperous”). In the public
sector, many bodies are already taking forward work to improve their cyber resilience,
with reference to a range of existing standards, guidelines and controls. These include:

m The Public Service Network (PSN) Connection Obligations
m The Public Service Network in Policing (PSNP) Obligations

m The NHS Security Policy Framework (aligned to 1ISO 27001 and the SANS Top 20 critical
controls)

m The UK Government Security Policy Framework

m Cyber Essentials (Plus)

m The 10 Steps to Cyber Security

m SO 27001

m Payment Card Industry Data Security Standard (PCI DSS) accreditation

22. The overall picture of cyber resilience across the Scottish public sector remains

unclear, partly as a result of a complex and confusing landscape of different standards
and guidelines that public bodies are operating to.
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23. Important work is underway to improve our understanding of the picture in respect
of Critical National Infrastructure in the Government Sector. Work to develop this action
plan has also provided further assurance that many Scottish public sector organisations
have a range of robust measures in place to protect against cyber risks. It is clear that
some public bodies have complex IT infrastructures that include legacy systems, and an
effective approach to managing the risk presented by these arrangements is required.
Given the pace of technological development in this area, it is important that Scottish
public bodies are monitoring, and can respond to, future cyber threats, including

in areas such as the Internet of Things (I0T).

24. There is currently a lack of guidance making clear the minimum standards of cyber
resilience that all Scottish public bodies should strive for. Nor is there any well-defined
monitoring and reporting framework to allow Scottish Ministers, the NCRLB and the
Scottish Parliament to secure a clear picture of cyber resilience across the Scottish public
sector. Unless we address this, measuring progress and providing assurance to citizens and
businesses will be challenging, with the potential for knock-on consequences for our public
services and our digital economy.

The goals of this action plan
25. This action plan aims to ensure that:

m Scottish public bodies work to become exemplars in respect of cyber resilience,
and play a leadership role in driving higher standards of cyber resilience in Scotland
and further afield.

= A common, effective, risk-based approach to cyber resilience is in place across
all Scottish public bodies, providing appropriate assurance to Ministers, Parliament,
and the public.

m The public sector sends strong messages to the private and third sectors about the
importance of cyber resilience, and supports the economic opportunity that work
on cyber resilience brings.
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2. KEY ACTIONS

Introduction

26. This Action Plan sets out the key actions that the Scottish Government and its
partners will take during 2017-18 to help address these issues and ensure confidence
in standards of cyber resilience in Scotland’s public bodies.

27. The Scottish Government is clear that, within the public sector, it must lead by
example on cyber resilience. It views cyber resilience as a fundamental requirement

and an enabler in a digital world. It acknowledges that it must work to ensure the highest
standards of cyber resilience are in place in its own organisation, and it is committed

to undertaking this work at pace during 2017-18 and sharing learning with others.

28. The Scottish Government is also clear that it cannot achieve a strong, cyber resilient
public sector in Scotland on its own. This will require all Scottish public bodies, and

the wider public sector, to take responsibility for resourcing and implementing priority
actions to develop their own cyber resilience, while drawing on available support and
expertise from the wider private and public sectors. The Scottish Government stands
ready to offer support and advice to public bodies, and share learning to assist them in
their journey towards enhanced cyber resilience. Some specific aspects of this support
are outlined in this action plan - other potential areas of support will be identified in
further discussion with public bodies. As work is taken forward to drive higher levels

of cyber resilience in Scotland'’s private and third sectors, potential links or opportunities
for cross-sectoral knowledge-sharing and support will also be identified.

29. Delivery of the action plan will be coordinated and led by the Scottish
Government’'s Cyber Resilience Unit, working in partnership with the NCRLB, other
key parts of the Scottish Government, Scottish public bodies and the UK Government's
National Cyber Security Centre.

30. Our intention is for this action plan to be adaptable to ever-changing circumstances.
The cyber security landscape continues to evolve at pace. If changed circumstances
dictate that amendments to some of the key actions outlined in this action plan are
required after its publication, the Scottish Government will work closely with the NCRLB
and Scottish public bodies to adapt our approach and ensure we are pursuing the best
outcomes in support of Scotland’s cyber resilience.

31. Action to promote cyber resilience in Scotland’s public bodies will of course
continue beyond 2018. This action plan will then be refreshed, to take stock of progress
to date and ensure continued progress.

Collaborative working, levers and influence

32. One of the goals of this action plan is to address a lack of consistency, and ensure
a common approach to cyber resilience across all Scottish public bodies. Among other
things, this will be key to providing effective assurance to Ministers, Parliament and
the public about the levels of cyber resilience across Scotland’s public bodies.
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33. To achieve this the Scottish Government will seek to work collaboratively with

public bodies to ensure implementation of this action plan. We will also make full use
of available levers and influence in order to achieve the plan’s goals. In particular, the
Scottish Government will pursue the following approaches in respect of public bodies:

m Scottish Ministers will write to the Chief Executives of all Scottish public bodies, asking
them to take action in line with the timescales set out in this action plan to ensure they
are cyber resilient.

m In view of the increasing importance of cyber resilience to protecting assets acquired
with public money, the Scottish Public Finance Manual (SPFM) and its associated
guidance on Governance Statements and Certificates of Assurance processes will be
updated at appropriate points in time to clarify how the requirements developed under
this action plan apply to bodies subject to the SPFM. All such public bodies will then
be required to provide assurance, via the Governance Statement and Certificates
of Assurance process, that they are adopting the practice set out in this action plan.

m Where appropriate and necessary, key requirements set out in this action plan will
also be incorporated into relevant guidance, framework documents, memoranda of
understanding, budget allocation and monitoring letters, letters of strategic guidance
and chairs’ appraisals as far as they apply to certain public bodies.

34. The Scottish Government will also seek commitments from other Scottish public
sector organisations and representative bodies to work collaboratively on a programme
of activity that aligns with this action plan. While it is possible that not all of the
recommendations set out in this action plan will be appropriate for these more diverse
areas of the public sector, our discussions with the wider sector suggest a strong appetite
for alignment wherever possible. In pursuing this, the Scottish Government will work
closely with key bodies and influencers in the following areas:

Local authorities

m The Scottish Government recognises that local authorities face particular challenges in
respect of the complexity of their networks and requirements that, for example, schools
have to maintain an open digital learning environment. The Scottish Government will
work closely with key partners including COSLA, SOLACE, the Scottish Local Authority
Information Security Group and the Local Authority Digital Office to align work at the
local authority level with this action plan wherever possible.

m £100,000 has been made available under the UK Cyber Security Funding Programme
to support the appointment of a Chief Information Security Officer (CISO) to the Scottish
Local Government Digital Office, who will lead on the development of a programme of
cyber security support for local authorities that is aligned with this action plan.
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Universities and colleges

m The Scottish Government recognises that universities and colleges face particular
challenges in maintaining a vibrant research and learning environment that draws on
the opportunities of digital technologies whilst ensuring appropriate levels of cyber
security. It also notes the status of universities as independent charities. The Scottish
Government will seek to work closely with key bodies including Universities Scotland,
Colleges Scotland, Higher Education Information Directors for Scotland (HEIDS) and
Universities and Colleges Shared Services (UCSS) to align the scope of cyber security
work in Scotland’s universities and colleges with this action plan.

35. The accompanying toolkit® provides further information about the applicability
of this action plan and the approach that will be taken by the Scottish Government
and public bodies delivering on its aims.

KEY ACTIONS

A. Developing a common approach to Cyber Resilience across the
Scottish public sector

Key Action 1

The Scottish Government will work with the NCRLB, the NCSC, the Scottish Public Sector
Cyber Catalysts® and other key partners to develop a Cyber Resilience Framework for
Scottish public bodies by end June 2018.

This framework, with associated guidelines and requirements, will help promote a
common, effective, risk-based approach to cyber resilience across Scottish public bodies.

36. As noted above, Scottish public bodies currently operate to a wide range of
standards, requirements and guidelines in respect of cyber resilience, with variations in
applicability and coverage. In addition, at the time of writing new requirements are being
developed that will add to the complexity of this landscape. These issues are not unique
to the Scottish public sector - they are evident in all sectors across the UK and beyond.

37. The UK Government will introduce legislation early in 2018 to implement the

NIS Directive by May 2018. Only some key devolved Scottish public bodies are expected
to be subject to the NIS Directive - particularly those in the health and water sectors.
The UK Government has, at the time of writing, published the High Level Cyber Security
Principles?® that these bodies will be required to adopt. More detailed guidance on

what action will be required to ensure compliance with the NIS Directive, along with a
self-assessment framework, is expected to be published by the UK Government in 2018.

8 Available at: www.gov.scot/cyberresilience
9 See Key Action 10.

10 https://www.gov.uk/government/consultations/consultation-on-the-security-of-network-and-information-
systems-directive - see p.38
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38. The UK Government has also indicated its intention to introduce a new mandatory
Technology Security Standard under the Security Policy Framework (SPF) before the
end of 2017. The SPF applies primarily to the UK Government and its departments

and agencies, but public bodies are encouraged to have reference to it. The Scottish
Government has to date aligned its approach to security with the SPF. This new cyber
security standard will, once implemented, establish a baseline level of cyber security
across UK Government departments and their arm’s length bodies.

39. The landscape of cyber resilience standards, guidelines and requirements that
will apply to, or be influential with, Scottish public bodies in the immediate future

is therefore evolving. Any effort to develop a common cyber resilience framework
for all Scottish public bodies must take account of this uncertainty and provide clarity
with regard to the relevance of existing standards and guidelines.

40. To address these issues the Scottish Government will work with the NCRLB, the
NCSC, the Scottish Public Sector Cyber Catalysts!! and other key partners to develop and
disseminate a Cyber Resilience Framework for Scottish public bodies by end June 2018.

41. The Framework will aim to:

m Provide a common, effective approach for Scottish public bodies to assess their levels
of cyber resilience, ensure they adhere to minimum cyber resilience requirements,
and progress towards achieving higher levels of cyber resilience on a risk-based and
proportionate basis.

m Align with the new NIS Directive legislation and guidance and other key measures,!?
to ensure consistency with forthcoming developments. Clarity on the key requirements
of these initiatives is expected to have been achieved by early in 2018.13

m Take account of foreseeable technological developments, such as a move to greater
reliance on cloud systems and the further development of Smart City technologies and
the “Internet of Things”.

m As far as possible, minimise any additional burdens on Scottish public bodies, including
by making clear how the Framework relates to existing standards or requirements, and
taking account of these when providing guidance on compliance. Wherever possible, the
Scottish Government will work closely with the UK Government to promote rationalisation
and alignment of different standards, although this will take time to achieve.

m Help to provide clarity and assurance to individual organisations, Ministers, the Scottish
Parliament and the public that appropriate levels of cyber resilience are in place across
Scottish public bodies. Appropriate monitoring and evaluation arrangements will be
put in place to align with the Framework (see Key Action 11). These arrangements will
ensure alignment with, and support for, existing arrangements in respect of Critical
Infrastructure. Consideration will be given to clarifying appropriate penetration
testing and audit requirements under the framework, and aligning these with existing
requirements such as PSN accreditation.

m Seek to align with a similar framework/hierarchy under development as part of work
on private and third sector action plans on cyber resilience by the Scottish Government
and the NCRLB.

11 See Key Action 10.
12 Including the new Technology Security Standard under the Security Policy Framework and the GDPR.

13 Alignment with wider, non-cyber security focused requirements under the Security Policy Framework
will also be taken into consideration where appropriate.
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42. While completion of the Scottish Public Sector Cyber Resilience Framework will not
be possible until clarity is achieved on the contents of the legislation implementing the
EU NIS Directive, work has begun on its development.

43. It is expected that the Scottish Public Sector Cyber Resilience Framework will take
as its starting point the new NIS Directive legislation and guidance (which itself draws
on existing frameworks such as the NIST Cyber Security Framework). Subject to the final
shape of the legislation implementing the NIS Directive, the Scottish Public Sector Cyber
Resilience Framework is expected to cover 4 key domains of cyber resilience (Identify,
Protect, Detect and Respond and Recover), and have 3 progression stages. These are
expected to consist of an “initial baseline” stage, a “target” stage (which all public bodies
will be expected to work towards on a risk-based and proportionate basis) and an
“advanced” stage (which will align with the requirements of the EU NIS Directive and
apply automatically to public bodies in health and water - other key public bodies may
also be encouraged to work towards these more advanced requirements).

44. An initial outline of a high-level concept framework is at Annex B to this action
plan. This incorporates some initial baseline cyber security requirements that all Scottish
bodies will be encouraged to begin work on immediately, with a view to meeting the
majority of them as a minimum by end June 20184, |t is expected that the majority of
Scottish public bodies will already in effect be meeting these requirements. However, the
requirements set out under the initial baseline stage will provide clarity and assurance
that this is the case.

45. Once completed, in view of its importance to protecting assets acquired with
public money, the Scottish Public Finance Manual (SPFM) and its associated guidance
on Certificates of Assurance processes will be updated to reflect the requirements of
the Framework. In line with the accountability processes set out in the SPFM, public
bodies subject to the SPFM that do not comply with the relevant standards and
guidelines (e.g. for reasons of proportionality or on the basis of their assessment

of risk) will be expected to provide reasons for this.

46. Pending finalisation of the Scottish Public Sector Cyber Resilience Framework,
Scottish public bodies that are not currently working to advanced guidelines or standards
may wish to refer to the NCSC's 10 Steps to Cyber Security?*s for further guidance on how
to ensure their organisational cyber resilience.

14 With the requirement for Cyber Essentials certification or, exceptionally, alternative independent
assurance of critical controls by end October 2018.

15 https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
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B. Initial baseline cyber resilience requirements for Scottish public bodies

47. The Scottish Government has already worked with the NCRLB to identify the initial
baseline cyber resilience requirements that will form part of the Scottish Public Sector
Cyber Resilience Framework. These initial baseline requirements are expected to provide
a strong foundation for work to achieve the “target” and “advanced” progression stages
of the Framework for Scottish public bodies.

(i) Identify (Governance and Risk-Management)

48. Under the “Identify” domain at the initial baseline progression stage, the following
requirements will apply.

Key Action 2

The Scottish Government will seek assurances from all Scottish public bodies that
they have in place a Board/Senior Management commitment to manage the risks
arising from the cyber threat.

As part of this, Scottish public bodies will be asked to ensure they have minimum
appropriate governance arrangements in place by end June 2018.

49. It is vital that the cyber threat is seen as a business risk, one of many that need to
be managed on a daily basis by all public bodies. Only by ensuring senior-level focus on
managing these risks, and devoting appropriate time and resource to doing so, will cyber
resilience be mainstreamed into Scottish public bodies.

50. The Scottish Government will therefore seek assurances from all Scottish public
bodies that they have in place a Board/Senior Management commitment to manage
the risks arising from the cyber threat.

51. As part of this, Scottish public bodies will be asked to ensure they have the
following minimum appropriate governance arrangements in place by end June 2018:

= A named Board/Senior Management member identified as responsible for
organisational cyber resilience arrangements, with clear lines of responsibility and
accountability for the cyber resilience of sensitive information and key operational
services.

m Regular Board/Senior Management-level consideration of the cyber threat and the
arrangements the organisation has in place to manage risks arising from it, with
appropriate management policies and processes in place to direct the organisation’s
overall approach to cyber resilience.
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52. Further practical advice on what the effects of these arrangements should be

can be found in the accompanying implementation toolkit.’® Pending finalisation of

the Scottish Public Sector Cyber Resilience Framework, Scottish public bodies may
wish to refer to the 10 Steps to Cyber Security for further guidance on some of the key
guestions Boards/Senior Management may wish to address in respect of organisational
cyber security and how to establish an effective risk management regime.’

Key Action 3

To promote greater awareness of cyber threat intelligence across the Scottish public
sector, the Scottish Government will encourage Scottish public bodies who are
responsible for managing their own networks to become active participants

in the Cyber Security Information Sharing Partnership (CiSP) by end June 2018.

53. Many public bodies in Scotland have responsibility for managing their own
networks. In order to respond to emerging cyber threats and implement effective
policies and actions to manage risk, it is vital that they have access to intelligence
about cyber threats.

54. The National Cyber Security Centre hosts a secure threat intelligence sharing
extranet known as the Cyber Security Information Sharing Partnership (CiSP). CiSP
is specifically designed to enable its membership to gather and share cyber threat
intelligence and good practice, in order to enable swift mitigation of emerging cyber
threats. This is a free resource for network defenders, and the Scottish Government
will make use of the levers and influence available to it to ensure that Scottish public
bodies who manage their own networks become members.®

55. Scotland has its own community group within the CiSP called the Scottish Cyber
Information Network (SCINET) and Scottish public bodies and businesses within the

CiSP are encouraged to engage in this community group. Key update documents such

as the Napier Meridian Cyber Weekly for Scotland, funded under the UK Cyber Security
Programme for Scotland, are made available through SCINET. The Scottish Local Authority
Information Security Group (SLAISG) actively supports and encourages the use of the
CiSP platform within the public sector and has established its own dedicated subgroup
for cross-agency collaboration.

56. The accompanying toolKit!® provides further information on how Scottish public
sector organisations can become members of the CiSP.

16 Available at www.gov.scot/cyberresilience

17 https://www.ncsc.gov.uk/guidance/10-steps-information-risk-management-regime
18 Eligibility rules may exclude certain regulatory bodies.

19 Available at www.gov.scot/cyberresilience
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(ii) Protect

57. Under the “Protect” domain at the initial baseline progression stage, the following
requirements will apply.

Key Action 4

The Scottish Government will support Scottish public bodies to ensure they have in
place appropriate independent assurance that critical technical controls are in place
to protect against the most common internet-borne threats by end October 2018.

Funding will be made available to support all public bodies to undergo a Cyber
Essentials “pre-assessment” by end March 2018, with a view to: a) promoting a
common approach wherever possible, and b) ensuring well-founded senior-level
decisions on the most appropriate way of achieving assurance that critical controls
are in place.

58. The NCSC advises that the most common internet borne threats are not targeted,
are opportunistic in nature, and can be prevented by implementing basic, cost-effective
cyber security measures. They recommend the adoption, as @ minimum, of five critical
network controls:

(i) Boundary firewalls and internet gateways - information, applications and
computers within the organisation’s internal networks should be protected against
unauthorised access and disclosure from the internet, using boundary firewalls,
internet gateways or equivalent network devices.

(ii) Secure configuration - computers and network devices should be configured
to reduce the level of inherent vulnerabilities and provide only the services required
to fulfil their role.

(iii) Access control - user accounts, particularly those with special access privileges
(e.g. administrative accounts) should be assigned only to authorised individuals,
managed effectively and provide the minimum level of access to applications,
computers and networks.

(iv) Malware protection - Computers that are exposed to the internet should be
protected against malware infection through the use of malware protection software.

(v) Patch management - Software running on computers and network devices should
be kept up-to-date and have the latest security patches installed.
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59. There is a range of ways of achieving independent assurance that these critical
controls are in place. One widely available certification scheme is Cyber Essentials,?°
which offers a mechanism, endorsed by the National Cyber Security Centre, for
organisations to demonstrate to customers, investors, insurers and others that they have
taken these essential precautions. Its effectiveness has been independently assessed and
verified by researchers at Lancaster University.2! There are two types of certification
under this scheme:

m Cyber Essentials requires the organisation to complete a self-assessment
guestionnaire, with responses independently reviewed by an external certifying body.

m Cyber Essentials Plus covers the same requirements as Cyber Essentials, but tests
of the systems are carried out by an external certifying body using a range of tools
and technigues.

60. As these are basic technical controls, the Scottish Government expects that the
majority of Scottish public bodies will already adhere to these requirements - indeed,
many will have more advanced standards of cyber security in place, and may already
benefit from independent assurance or certification to this effect.

61. There are nevertheless benefits in ensuring, as far as possible, a common approach
to providing independent assurance that these critical cyber security controls are in
place in all Scottish public bodies, thus reinforcing public trust in digital public services
in Scotland. The public sector adopting an approach to independent assurance around
these critical controls that is widely available across Scotland would, for example, help
raise awareness of their importance and promote uptake amongst suppliers and the
wider private and third sectors.

62. To promote the development of such a common approach, the Scottish Government
will support the achievement of Cyber Essentials and Cyber Essentials Plus certification

across Scottish public bodies wherever possible. It will do so by requiring and supporting
the following approach under this action plan:

m The Scottish Government will make available funding for all public bodies to access
external expertise to undergo a Cyber Essentials “pre-assessment” by end March
2018.22

m The output of these pre-assessments should include a report to the Boards/Senior
Management Teams of public bodies, providing them with independent analysis of their
current conformity with the five critical controls under the scheme, and supporting them
to understand their exposure to risk from the most common internet-borne threats.

m On the basis of this pre-assessment and any other key factors (including the
organisation’s appetite for further independent assurance that the five critical
controls are being met, and their assessment of costs and benefits) the Board/Senior
Management Teams of Scottish public bodies should then make an informed decision
on which of the following certifications to opt for:

20 See: https://www.cyberaware.gov.uk/cyberessentials/files/scheme-summary.pdf

21 http://www.research.lancs.ac.uk/portal/en/publications/cyber-security-controls-effectiveness(@09a2d28-
d121-41dc-86d6-cc24595d8968)/export.html

22 Evidence suggests this process can help significantly with achieving Cyber Essentials or Cyber Essentials
Plus certification.
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* Cyber Essentials Plus certification: This is the option strongly preferred by the
Scottish Government and the National Cyber Resilience Leaders’ Board in the
absence of any other independent assurance that the five critical controls are
being met.

e Cyber Essentials certification: This option may be chosen where the organisation
has alternative independent assurance that the five critical controls are in place.
The benefits of nevertheless adopting Cyber Essentials certification in these
circumstances are expected to include clear, consistent messaging to citizens,
suppliers and the private and third sectors in Scotland that Scottish public bodies
take cyber security seriously, and insist on the five critical controls being in place.
Public bodies that opt for Cyber Essentials (as opposed to Cyber Essentials Plus)
will be invited to justify their reasoning.

Individual public bodies will be asked to bear the costs of achieving certification
and any remediation work required to meet the critical controls.

63. Public bodies should then go on to ensure that they achieve either Cyber Essentials
or Cyber Essentials Plus certification by end October 2018. In the event that this
deadline cannot be met for legitimate reasons, Scottish public bodies will be asked

to demonstrate (under initial monitoring arrangements - see Key Action 11) that they
have in place plans to achieve appropriate certification as soon as possible thereafter.z

64. It is possible that, in exceptional cases and for some particularly complex public
bodies, the pre-assessment will make clear that Cyber Essentials or Cyber Essentials
Plus is not an appropriate standard to work towards. This may be the case for certain
complex environments such as schools, universities and colleges, where a more
risk-based approach is required to issues such as access control than is currently
encompassed in the Cyber Essentials scheme. Where this is the case, the Scottish
Government Cyber Resilience Unit will work with public bodies and (where appropriate)
the wider public sector to identify alternative ways of providing independent assurance
that the five critical controls are in place.

65. Itis also possible that, as the process of undergoing Cyber Essentials/Plus
pre-assessments or certification for public bodies proceeds, wider issues or challenges
in the operation of the scheme will be identified. Where this is the case, public bodies
will be encouraged to raise this with the Scottish Government Cyber Resilience Unit who
will draw these issues to the attention of the NCSC, and alternatives to Cyber Essentials
may be considered.

23 Discussions with local authorities and the college and university sectors have indicated that a targeted
and phased approach to achievement of Cyber Essentials may be appropriate for these sectors with very
complex networks. Achievement of Cyber Essentials within the timelines set out above may, for example,
only be feasible or desirable for the central or “core” networks of these organisations, assuming the
scoping requirements of the Cyber Essentials scheme as applied to these specific organisations’ networks
permits this. The Scottish Government will work closely with bodies such as the Local Government Digital
Office, HEIDS and UCSS to support the development of an appropriately targeted and phased approach
for the wider public sector.
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66. The Scottish Government expects the following key benefits to be realised
by adopting this overall approach:

e ensuring that Boards/Senior Management in all Scottish public bodies have given
appropriate, informed consideration to the cyber threat to their key assets, and
are satisfied that they have appropriate independent assurance that the five critical
controls are in place to protect against the most common cyber threats to key
assets (or understand what remediation action needs to be taken to address issues
identified); and

* sending a clear, consistent message to the public and key partners in the private
and third sectors that common baseline levels of cyber security are in place across
Scottish public bodies, lending greater weight to work to promote Cyber Essentials
across Scotland.

67. The accompanying toolkitz* provides more information on how public bodies
can approach the issue of Cyber Essentials certification, and how funding for the
pre-assessment stage will be made available.

68. It is important to note that, while Cyber Essentials offers a sound foundation of
basic cyber hygiene measures, it only concerns itself with technical controls that prevent
the most common internet-borne attacks. It will not remove all cyber security risk;

for example, it is not designed to address more advanced, targeted attacks. Additional
controls to address more advanced threats will form part of the “target” and “advanced”
progression stages of the Scottish Public Sector Cyber Resilience Framework.

69. The aim of achieving Cyber Essentials certification (or alternative independence
assurance around the five critical controls) is expected to be an ongoing one as part
of the wider Scottish Public Sector Cyber Resilience Framework. Further details will

be decided upon once the Framework has been finalised.

24 Available at www.gov.scot/cyberresilience
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Key Action 5

The Scottish Government will work with Scottish public bodies to ensure they
are aware of, and implement appropriately, services available under the National
Cyber Security Centre’s Active Cyber Defence (ACD) Programme by end June 2018.

70. The NCSC's Active Cyber Defence (ACD) programme aims to:

m make internet infrastructure and internet-based technologies, products and services
automatically safer in ways that users won't even notice; and

m make internet-based products and services easier to use safely by organisations
and individuals.

71. The NCSC has made available to public services a number of free-to-use measures
under the ACD programme. None of them requires additional money to implement, nor
are they overly technically complex to implement. They are:

m Protected DNS, which takes the data GCHQ and commercial partners have about known
malicious addresses, and then simply blocks users in public sector bodies from going
there. In this way it automatically prevents public servants visiting infected sites whilst
using work systems.

= DMARC anti-spoofing, which is a protocol that makes it much harder for attackers
to send fake emails that look as if they come from Scottish public sector bodies
(which is often done in email spoofing and spear-phishing, the most common way
of introducing malware into victims' systems). What this means for the citizen is
that instead of being advised ‘not to open a dodgy looking email’ the ‘dodgy email’
does not arrive. In parallel, NCSC have built the MailCheck service, which monitors
adoption of the standard and provides data on trends. MailCheck also processes
DMARC reports centrally, to generate data which further enhances the NCSC's
knowledge of the threat picture.

m Webcheck, which helps public bodies fix vulnerabilities on their websites. One thing
victims and attackers both do is scan for vulnerabilities in Internet facing services so
that they know what to defend, or attack. Commercial services are available to do this.
But for smaller public bodies the cost of these services might prove prohibitive, and
they may not be able to afford to employ anyone who understands the results. The
NCSC offers a free service known as Webcheck to scan the websites of public bodies
and generate a report on what needs fixing, and how to fix it.

= Phishing and malware mitigation (Netcraft), a service that NCSC have worked on with
Netcraft, a private sector company, which public bodies will benefit from automatically
without having to do anything. However, public bodies can help augment the service
by notifying Netcraft if they themselves discover they are the target of a phishing
campaign, or if there are malicious emails purporting to be from them. Netcraft will
then issue takedown notifications to the hosts of the email and phishing sites.

72. The Scottish Government will work with Scottish public bodies to raise awareness
of these services, and any similar new services being made available in the future,
and encourage public bodies to make appropriate use of them. It will, however, be
open to Scottish public bodies to make use of alternative commercial solutions if
they wish to do so.
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73. The accompanying toolkit?s provides further information on how Scottish public
bodies can take advantage of the Active Cyber Defence Programme. It should be noted
that some measures may not be available to the wider Scottish public sector, such as
universities and colleges.

Key Action 6

The Scottish Government will seek assurances from Scottish public bodies that they
have in place appropriate staff training, awareness-raising and disciplinary processes
with regard to cyber resilience for staff at all organisational levels.

To support this the Scottish Government will work with key partners to provide
access to appropriate materials and guidance.

74. Technical measures alone are insufficient to defend against cyber threats. To
ensure a minimum level of cyber security, it is vital that users of technology in Scottish
public bodies technology (often referred to as “digital end users”) understand the risks
presented by cyber threats, and adopt appropriate behaviours to mitigate them. The
Scottish Government believes that people are the strongest line of defence against

the cyber threat to the public sector. Because of the links between cyber security

and physical and personnel security, training and awareness raising activity around
cyber resilience should ideally be situated within wider arrangements for the security
education of staff.

75. The new NIS Directive, applicable to the devolved health and water sectors, will
include requirements in respect of staff training, awareness raising and disciplinary
procedures. The Scottish Public Finance Manual already sets out requirements for
Accountable Officers to ensure that managers at all levels have the information, training
and access to expert advice which they need to exercise their responsibilities effectively.

76. Itis for individual public bodies to decide how best to implement these obligations,
taking account of the needs of their staff. Many Scottish public bodies will already have
some or all of these measures in place, and it is the responsibility of their Boards/Senior
Management Teams to ensure this is the case.

77. However, to help support a core common approach across the Scottish public sector,
the Scottish Government will:

= in the immediate term, signpost Scottish public bodies to existing, high quality learning
resources that encompass aspects of cyber security, for use to meet initial baseline
progression stage requirements by end June 2018; and

= in the medium term, make available Scottish public sector-focused guidance and
e-learning products to support organisational cyber resilience. This material will
be drawn from a range of funded training and awareness raising initiatives that are
currently under development or implementation in Scotland. These include a significant
security behavioural change programme that will be developed and implemented
within the Scottish Government between 2018-20. An outline of this specific
programme of work can be found at Annex D.

25 Available at www.gov.scot/cyberresilience



http://www.gov.scot/cyberresilience

A CYBER RESILIENCE STRATEGY FOR SCOTLAND PUBLIC SECTOR ACTION PLAN 2017/18 27

78. Materials developed from these initiatives will be disseminated as they become
available during the course of 2018 onwards. The Scottish Government will also make
available information to Scottish public bodies about any specialist skills development
opportunities that are identified under a separate learning and skills action plan that
is being developed in partnership with the NCRLB. This information may assist with
identifying, for example, retraining and/or up-skilling opportunities for staff in order
to plug skills shortages in public bodies.

79. The toolKit?® accompanying this action plan provides details on existing high quality
training resources, ongoing training and awareness raising projects that public bodies
may wish to make use of, and a range of scenarios that public bodies can use to explore
their organisational cyber resilience.

80. These resources, in combination, should help provide appropriate training

and awareness-raising materials for:

Boards, senior executives and their support functions

Managers

Security-focused staff (including cyber security and front of house staff)

Specialist staff, including IT, HR, finance, audit, legal and procurement

Privileged users

All staff in both policy and delivery roles, whether permanent, temporary or contractors

81. As noted in Key Action 7, a series of specialist training courses is being organised
to support the development of specific skills and capability in cyber security incident
response.

(iii) Respond and recover

82. Under the “respond and recover” domain at the initial baseline progression stage,
the following requirements will apply.

Key Action 7

The Scottish Government will work with the NCSC, Police Scotland and other key
partners to ensure that Scottish public bodies have cyber incident response policies
and processes in place, and that these can integrate with robust, clear, central cyber
incident notification and coordination protocols by end June 2018.

83. Even the most robust preparations cannot prevent the most sophisticated cyber-
attacks from successfully penetrating cyber-defences. When this happens, it is vital that
Scottish public bodies are able to detect such attacks, respond appropriately and rapidly,
and take action to recover and restore vital public services.

84. The new NIS Directive guidelines are expected to include requirements in respect
of response and recovery planning, and the ability to make improvements to these
arrangements on an ongoing basis.

26 Available at www.gov.scot/cyberresilience
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85. It is for individual public bodies to put in place cyber incident response policies
and processes that best suit their organisational needs. However, to help support a core
common approach across the Scottish public sector, the Scottish Government will work
with the NCSC, Police Scotland and other key partners to:

= develop and disseminate robust, clear central cyber incident notification and
coordination protocols for the Scottish public sector. \While maintaining the position of
the NCSC as the primary reporting route for significant cyber incidents, these protocols
will align with the tried and tested Scottish Government Resilience Room arrangements,
and ensure that the NCSC, Police Scotland and Scottish Ministers are made aware of, and
can offer appropriate support to the management of, significant cyber incidents in the
Scottish public sector.

m develop and disseminate a template Cyber Incident Response Plan for Scottish public
bodies, which can be adapted to individual public bodies’ needs, including as part of
their wider incident response arrangements.

m putin place a series of specialist training courses to support the development of
specific skills and capability in respect of cyber security incident response. Funding
is being made available to a project led by Napier University to produce a series of
training courses for Scottish public sector staff involved in cyber incident response.
These will be delivered at strategic locations around Scotland in order to ensure
coverage and develop national capability. It is part of a programme of work coordinated
by the Scottish Government and supported by funding from the UK Cyber Security
Strategy Programme.

86. Scottish public bodies will be asked to provide assurance (under initial monitoring
arrangements - see Key Action 11) that they have cyber incident response plans in
place, and that these are aligned appropriately with the central incident reporting and
coordination protocols.

C. Preparing for the “Target” and “Advanced” progression stages
- supply chain cyber security

87. While the Scottish Public Sector Cyber Resilience Framework is still under
development, it is nevertheless clear that supply chain security will form a key part of
the requirements under the “Identify” domain. Work on supply chain cyber security has
been identified by Scottish public sector organisations as a particular challenge requiring
careful thought and attention.

88. The Scottish Government will therefore take action to begin preparations for
this aspect of the “target” and “advanced” progression stages under the Framework.
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Key Action 8

The Scottish Government will develop a proportionate, risk-based policy in respect
of supply chain cyber security, which should then be applied by public bodies in all
relevant procurement processes. The views of Scottish business organisations will
be sought on a draft policy early in 2018, with a view to implementation as part
of the Scottish Public Sector Cyber Resilience Framework.

Additionally, the Scottish Government will develop guidance on the need for
recipients of public grant funding to have in place proportionate and risk-based
cyber security arrangements. These requirements will align with the new supply
chain cyber security policy.

89. Scottish public bodies contract with a wide range of suppliers in the private and
third sectors to help support the delivery of vital public services. The NCSC notes?’
that, when information and security arrangements are shared across a supply chain or
business information chain, the cyber security of any one organisation within the chain
is potentially only as strong as that of the weakest member of the supply chain. Cyber
criminals can make use of this by identifying the organisation with the weakest cyber
security within the supply chain, and using the vulnerabilities present in their systems
to gain access to other members of the supply chain. Whilst not always the case,

it is often the smaller organisations within a supply chain who, due to more limited
resources, have the weakest cyber security arrangements.

90. The new NIS Directive requirements are expected to include requirements in
respect of supply chain security. In order to support these provisions, and mitigate
supply chain risks, the Scottish Government will work closely with the NCSC and other
key partners to:

m develop a proportionate, risk-based policy in respect of supply chain cyber
security policy. A draft policy will be produced for comment by Scottish business
organisations by early 2018, allowing any key developments in respect of NIS Directive
implementation to be incorporated. Cyber Essentials accreditation is expected to form
a core part of this policy.

m following consultation, publish a Scottish Procurement Policy Note (SPPN) by
May 2018. This will form part of the Scottish Public Sector Cyber Resilience Framework
from June 2018

m work with key partners to ensure Scottish public bodies have plans in place to
implement the SPPN as part of the Scottish Public Sector Cyber Resilience Framework,
and under refreshed reguirements set out in the Scottish Public Finance Manual. Where
bodies are not subject to the SPFM, they will nevertheless be encouraged to adopt
similar policies; and

m Update the Scottish Government Procurement Journey, the online best practice
manual available to the whole Scottish public procurement community, to reflect
these requirements.

27 https://www.ncsc.gov.uk/guidance/cyber-security-risks-supply-chain
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91. To help move this work forward at pace, the Scottish Government has opened

a dialogue with business representative bodies regarding the potential impact of
requiring cyber security accreditation on the business community (particularly SMES).
The Scottish Government has also started a review of existing Scottish Government
contracts to assess potential cyber risks and address these.

92. C(lear guidance on how and by which dates existing contracts to which the finalised
procurement policy applies should be brought into conformity will be provided.

93. The Scottish Government, in common with other public bodies, provides significant
levels of grant funding to public, private and third sector organisations. Grants are
awarded for specific purposes, often covered by legislation, and depend on eligibility
and the availability of funds. Awarding grants helps the Scottish Government deliver

its policies and contributes to the achievement of strategic objectives.

94. Currently, central guidance makes clear that due diligence should be conducted
by Scottish public bodies on recipients of grant funding. Cyber resilience can be
fundamental to recipient organisations’ ability to deliver on the objectives of grant
funding and safeguard public funds.

95. To ensure that consideration of organisational cyber resilience is included in wider
due diligence in respect of grant funding, the Scottish Government will:

m update central guidance on grant funding and the SPFM, to require proportionate and
risk-based cyber security arrangements to be in place for recipients of grant funding.
These requirements will align with supply chain requirements set out in a new SPPN.

m make other Scottish public sector organisations aware of the policy set out in this
guidance and the SPFM, and encourage them to adopt similar policies.

D. Ensuring Scottish public sector organisations can access cyber
security expertise and support

Key Action 9

The Scottish Government will put in place a Dynamic Purchasing System by end :
October 2017 to ensure that Scottish public sector organisations can access expertise :
in support of their work on cyber resilience. 5

96. In taking forward work to assure their levels of cyber resilience, Scottish public
sector organisations can approach the Scottish Government's Cyber Resilience Unit, iTECS
and the Digital Transformation Service for initial, high level advice on implementation

of the requirements in this action plan. A toolkit?® has been produced to support
implementation of this action plan.

28 Available at www.gov.scot/cyberresilience
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97. However, for more in-depth support and expertise it is expected that the

private and/or third sectors will play a key role. It is vital that Scottish public sector
organisations can access appropriate cyber security expertise in support of their work
on cyber resilience in an open, transparent and agile way. To assist with this, the Scottish
Government will:

m develop a dynamic purchasing system with a list of cyber resilient specialist suppliers
which Scottish public bodies can access to help support their cyber security by end
October 2017.

98. This system will ensure that cyber security service companies of all sizes
(particularly SMEs) can access and tender for relevant public sector contracts. One of
the aims of the framework will be to support the growth of a cyber security cluster in
Scotland, thus supporting inclusive economic growth. It will be available as a route to
market for:

Central Government

Health

Local authorities

Universities and colleges

Third Sector (voluntary organisations and charities registered in Scotland)

Other public bodies

E. Scottish public sector cyber resilience - leadership and knowledge
sharing

Key Action 10

The Scottish Government will introduce a Public Sector Cyber Catalyst scheme, under
which Chief Executives of key Scottish public bodies will commit their organisations
to working to become exemplars in respect of cyber resilience.

The Public Sector Cyber Catalysts will support the development of the new Scottish
Public Sector Cyber Resilience Framework, undertake work to implement it once
finalised, and share learning and knowledge gained as a result. The Scottish
Government will itself become a Public Sector Cyber Catalyst.

Appropriate support will be made available to the Public Sector Cyber Catalyst
programme to help drive this work forward.

99. Achieving effective practice in respect of cyber resilience across the public sector,
including through compliance with the proposed “target” and “advanced” stages of
progression under the Scottish Public Sector Cyber Resilience Framework, will require
commitment, resource and leadership on the part of the Scottish Government and its
partners.

100. To help provide this leadership, the Scottish Government has agreed with a
number of key Scottish public bodies that they will commit to acting as leaders in
respect of cyber resilience and the work set out in this action plan. In view of the
expectation that this work will help “catalyse” learning and action by other Scottish
public sector organisations over time, they will be referred to as the Scottish Public
Sector Cyber Catalysts. A list of confirmed cyber catalyst organisations is set out at
Annex E.
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101. Agreement has been reached at Board/Senior Management level within these
organisations that appropriate priority and resource will be devoted to this work.
The Public Sector Cyber Catalysts will be asked to:

m work with the Scottish Government, the NCRLB, the NCSC and other key partners
to finalise the Scottish Public Sector Cyber Resilience Framework by end June 2018;

m thereafter, develop individual action plans to drive forward work to achieve the target
and/or advanced progression stages, and ensure arrangements are in place to satisfy
their internal Boards/Senior Management as to progress;

m share knowledge and learning with:

« one another on the basis of this activity, including in respect of any challenges or
difficulties they have encountered, or any innovative solutions they have identified
to overcome barriers and ensure effective implementation;

« the UK NCSC and the UK Government Cabinet Office, as well as NIS competent
authorities, to help inform the future development of the NIS standards and
guidelines and other relevant requirements. Over time, the expectation is that these
standards and guidelines will mature and improve to take account of experience
in implementing them and technological developments;

o other Scottish public, private and third sector organisations in order to help drive
best practice in respect of cyber resilience across Scotland. At an appropriate stage,
Public Sector Cyber Catalysts may be invited to partner with other Scottish public
bodies to help share their knowledge and support them on their journey towards
higher levels of cyber resilience. This will be a key way of catalysing wider activity
across the Scottish public sector.

m report to the Scottish Government and/or (where appropriate) competent authorities
on their progress against the Scottish Public Sector Cyber Resilience Framework, either
in line with relevant legal obligations (for bodies subject to the EU NIS Directive) or on
a voluntary basis (for other bodies). Further details on how this will be achieved are set
out in Section F (Monitoring and Evaluation).

102. The Scottish Government is clear it must itself be an exemplar organisation if it
is to provide effective leadership in respect of cyber resilience in Scotland. It will assume
a lead role as one of the Public Sector Cyber Catalysts.

103. The Scottish Government will consider what practical support may be required
to drive forward this work following further discussions with cyber catalyst bodies.
This may include alignment with future CivTech challenges where it appears there is
a potential requirement for technical solutions to issues identified as a result of the
cyber catalyst process. The Scottish Government will also provide support to ensure
that knowledge and learning is captured and shared between the Public Sector Cyber
Catalysts and across the wider Scottish public sector, as well as the private and third
sectors where appropriate.
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F. Monitoring and Evaluation

Key Action 11

The Scottish Government will put in place an effective monitoring and evaluation
framework to help assess progress against this action plan and, once developed,
the Scottish Public Sector Cyber Resilience Framework.

104. It is important that Scottish Ministers, the NCRLB and other key bodies are
provided with a clear picture of levels of cyber resilience across Scottish public bodies,
so that they can provide challenge and support where there is a need for improvement,
and supply information to the public and the Scottish Parliament to reinforce trust

in Scotland’s digital public services.

105. To help achieve this, the Scottish Government will:

m Request all Scottish public bodies to provide one-off written updates, setting out
progress on implementing key actions against the initial baseline progression stage
under this action plan. These updates will be requested at end June 2018 (for the
majority of actions) and end October 2018 (in respect of Cyber Essentials certification
or, exceptionally, alternative independent assurance that critical controls are in place).

m Put in place appropriate monitoring and evaluation processes to support the
implementation of the Scottish Public Sector Cyber Resilience Framework from end
June 2018 onwards. Consideration will be given to the development of appropriate
tools to support these arrangements and minimise burdens on public bodies.

106. Appropriate information on progress will be made available to the public,
Ministers, Parliament and the NCRLB, with due regard to cyber security considerations.
Further details of proposed monitoring arrangements can be found at Annex C.

107. |If, as a result of this monitoring and reporting work, it becomes apparent that
public bodies are falling short of the standards of cyber resilience expected of them,
appropriate action will be taken. This may include the Scottish Government making
direct contact with the relevant public bodies at Board/Senior Management level to
request assurance that action is being taken to address any deficiencies, and to establish
whether further assistance or support is required. It is also expected that inclusion

of key requirements in the Scottish Public Finance Manual will ensure appropriate
accountability of public bodies for their activity in respect of cyber resilience, via the
provision of governance statements and certificates of assurance, internal and external
audit and, ultimately, accountability arrangements to Ministers and to Parliament.



34 A CYBER RESILIENCE STRATEGY FOR SCOTLAND PUBLIC SECTOR ACTION PLAN 2017/18

ANNEXES




‘P3J3PISUOD Qg AeW S|RIIUASST J2GAD 01 SaAIeUIale pue DSIN 3yl Jo

UOI1US11e 3Y1 01 SBNSSI 3SaYY MEIP ||IM OUM 1IUN 3DUI|1SY JagAD 1UBWUISA0D YSI1100S 3Yl YIIM SIYl aSied 01 pagelnodua aq ||IM Sa1pog d1jgnd ‘ased ayl si siyl

JOUAN "PaUNU3PI 3g ||IM aWayds ayl JO uoelado ayl Ul Sa8uaj|eyd J0 SaNSSI JaPIM ‘SPaad0Jd Sa1pog d1jgnd JoJ uoedy11Jad JO S1UBWSsasse-aid snid/s|e1nuassy

J19gAD 8ulogJapun JO $S9204d 9yl se ‘1eyl 9|gissod 0s|e SI 1| ‘'SpJemol 3J0Mm 0] pJepuels aielidosdde ue 10U SI SN|d S|eUasS3 JagAD JO s|enuassy JagAh) 1eyl
131D W |[[IM 1UaWISSasse-a4d ay) ‘salpog d1jgnd xa|dwod Ajlejndiled awos JOJ pue sased [euolldadxa Ul ‘1eyl 91qissod si 1l ‘uejd Uode ayl Ul palou SY 67

PUBLIC SECTOR ACTION PLAN 2017/18 35

810¢
1940120 pu3 oz U0IIBIIIDD sNid s|enuass] 19qA) Jo sjenuassy 49qA) anaiydy
*UOI1BII}IIID) SN|d S|eI3UdsST 49gA) Jo s|eijuassy 4agh)
8107 |1dy pu3 ansind 01 Jayiaym UOo UoIsIIAP |9NJ] JudwaSeue|y Joluas/pieog e
8T10¢ “JUSWIUIBA0D ys13103S Aq
ve-1e yaJen pul (sywi| paulep 01) papuny ,Jusawssasse-aid, sjennuassy 1aqAh)y odispun saipoq 21jqnd ysi1109s ||y v
sy4omiau SuiSeuew
0¢ 8T0Z aunr puj ‘diysiaumed Suiieys uonewsoju] AnindasiagA) jo diysiaquaw ainsug salpoq 21jgnd Ysinoas ||y €
0z-6T 8T0¢ dunf pu3 ‘90e|d ul syjuswasuelle dueusanos s J9qAd wnwiuiw aunsul saipoq 21jqnd ysi1100s ||V 4
8T0C dunf pug 'syuswadinbal yiomawel] 193494 03 [enuelA ddueuld d1jgnd Ysinods alepdn 1UBWUJBA0D) YS11102S
sisAjered
“domawed{ Ad1jod A1INI3S pue aAI3341d SIN Y3m syuswdo|anap jo 19942 “2SIN ‘14N
81-9T 8T0C dunr pu3 junodoe Supjel ‘y4omawiesd udljIsAY 49GAD 40393S dlignd YsiIodS 3Ssijeul 2UBWIUIBA0D) YSI111095 1
/102 “Hun 22udl|1say 49gA) DS 03 asuodsad Juapioul (1)
V/N J3QWIAON pu3l pue ‘|ans|-3unjiom (11) ‘uswadeue|y Joluas/pieog (1) 404 S|Ie19p 1983U0I IPIAOI( salpoq 2ljqnd Ysinoos ||y AJojeledald
uejd uonoe ‘ou
‘ou 98ed aulpeaq sjuawalinbay :Jo pa4inbai uondy uonoe Ad)




36

PUBLIC SECTOR ACTION PLAN 2017/18

810¢
aunr wou4

8TOT AeN pu3

8T0T AeN pu3

SJJ0MaWEeIH 92Ud|ISRY J9gAD 1031938 J1|gNd YSI1100S 4O
1Jed se aduepin8 Suipuny jJuead pue 910N Ad1j0d JUBWAINI0I YSI1100S Judwadjdw] e

‘IN4dS pue 2duepin8 Suipunjjues3 udily e

SJJOM3WEeIS IUB|ISDY
J3gAD 103035 21|qnd Ysi1102s jo 1ed se 330N Adljod Juawaindodd Ysinoos ysijgnd e

‘Judawasndoid uo Adjod

sa|poq al|qnd Ysinods ||y

JUBWUIBA0D) YSI1100S

JUBWUIAA0D USI11008

0€-6C 8107 Al4e3 A1andas 19qAd uieyd Ajddns jjeap uo suolesiuesio ssauisng Ysii10ds JO SMIIA Y33S e JUSWUJIBA0D YSI1103S
8TOZ aunr pug 's|03030.d [eJ3udd yym pausije pue adejd ui suejd asuodsas Juaprul 12gAI 3insu3 e | saipoq 21 gnd Ysi1109s ||y
‘sue|d asuodsau Juapioul 19qAd a1ejdwa) pue sjodoroad pue|109s 32110d ‘DSON
87-1T /10T pu3 uonleuip100d pue Suiiodaa Juapidul 19qAd |BIIUII D1BUIWISSIP Pue 3SIjeUl{ e “JUBWIUIBAO0D) YSI11100S
020Z-810C ‘9|ge|leAe ssw02aq )l se *J}9
YoJeA Woud ‘s|lelsalew ‘Yoeosdde Suisies ssauaseme pue Sujules) 2400 Juawajdwi pue ydepy e | saipoq d1gnd ysi10ds ||y
-93eyoed
020Z-8102 Suisied ssauateme pue Suluiedy A11undas Japim Jo 1ed se 103035 2lignd Ag asn 1oj *219
YoJeN Wou4 ‘sjel1ajew ‘yoeoadde Suisies ssauaieme pue Sujuies) 3403 91euUlWSSIp pue dojanag e 1UBWUISA0D) YSI11095
9oe(d ul
17-9C 8TO¢ aunr puj Suisies ssauaseme pue Sujuiel) aeridosdde 1oy syuawaduede |elyiul 2unsu3 e | salpoq dlignd Ysinoos ||V
92-ST 810z dunf pu3 sainseaw a3uajaq J3gA) andy jo uonejuawajdwi ajedoidde aunsuz e | saipoq oignd ysi09s ||V




PUBLIC SECTOR ACTION PLAN 2017/18 37

8T0¢ aunf pu3

8T0¢
19qo3120 pul

8T0¢ aunf puj

'sa1poq 2d1jqnd 01 3say}
91E2IUNWIWOD pue dJomawel 3dudi|isay 49gA) 103993S d1jgnd Ysi1109S Jo ned se
sjudwasduedse uollen|ead pue Suioyuow 3edosdde uswadwi pue dojaaag

‘panaiyoe uaaq
sey (9oueldnsse Juapuadapul aAjjeuUId} e ‘Aj|euoIdaIXd ‘J0) UOIIBIIIIIDI SN|d
S|e1uassy JagAD 40 S|e1uassy JagAD 1eyl UOIIBWIJUOI UMM JJO-3UO 3PIA0I

‘Swis|ueYISW |BJIUD YUM paudije ‘sjod0304d asuodsad quapioul JagA)
'$9559204d 3uisied ssauaseme pue 3ujuiesy aielidosddy
*S9J4nseaw 32us}aq 19qA) dAIY Jo asn djeladoaddy
“diysiaquiaw dsid
‘sjuswaduelte
92UeUJBA0S JISEC PUB JUBWHWWOD [9A3] JuswWaSeue|A Joluas/pieog O
'SIY1 SuiAalyde 404 Sauljdwil pa3dadxa ay3 (11l) pue ‘snid S|e1auass]
J9gAD 40 s|ennuassy 4agA) 323s 01 JaylayMm uo uois|dap e uayel Suiaey (11)
‘Jusawissasse-aud s|enuassy 4agA) e suoSiapun 3uiaey (1) Jo uonewuyjuod O

O O O O

:8uimo|jo} ayy uo
[9n3] JusWaSeue| JOIUSS/pIeog 1€ SdURINSSE UIIUIM JJO-3UO 3PINOI]

"1uN 22UBI|ISY J9GAD JUBWIUIBA0D

JUBWUIBA0D YSI31100S

€€ uio03up ys111095 wouy ssa48o0.d uo sainbus 031 sasuodsas [9A3[-Sunjiom ‘|ewioju] saipoq a1jgnd ys11109s || TT
ssa43oud sisAjeied
ym auy| uj *101J29S U__QDQ Jopim yiim WMUQ_;OCv_ pue Mﬂ_c‘_ww_ aleys LOQ>U 103236 21|qnd
810¢ Sdomawely s1sAjeleD 4agA) oul
aunf pus wou4 ‘ysujeSe Sunsodau (sjuswaduedse [euly yum aul| ul) pue ‘jo uonejusawajdwi uidag ‘sa1poq 21|qnd ys133109S ||
*10329s 21|gnd
8T0C ys11300s 3uidey saduajjeys Ay Ajauapi pue SJomaweld 3dudljisay 43gA) 103I9S sisAjeied
ce-1e aunr pus Ag dl1qnd Ysi102s asljeulj 01 gTYIN PUe ISON WUSWUISA0D YsI1100S YUM HI0/M J3gA) 403095 21jgnd (0]
110C *10193s 21|qnd ys11102S 4o} (Auanaas 1aqAd Suipnjour)
T€-0€ 199030 pul $921AI9s |eusiqg 404 walsAs Suiseydund atweuAqg aoejd ul ingd JUBWUJIBAOD YSI133102S 6




PUBLIC SECTOR ACTION PLAN 2017/18

38 A CYBER RESILIENCE STRATEGY FOR SCOTLAND

‘(saAneUID)|E
‘Ajleuonndaoxs

‘J0) uo11ed11149d

sn|d s|ennuassy

190A) J0 s|enuassy
J90A) Jo uswaA3Iyde
JO uonewuyuod
ua1lum apinoad

01 salpoq a1jgnd ||y

sjuawadueule
|eJ3UdD YyHUm pausije
sue|d asuodsau
udpUI gAY e
sjuswadueule
ssaualeme
pue Suluiesy [elju] e
92Ud4a(Q J499A) aAdY
J0 asn ajendouddy e
diysiaquiawi ¢Sy e
sjuswadueule
9JUBUJIIAOS WNWIUIA e

:JO UOI1eWIUO0D
uaplIM apinoud
031 salpoq dljgnd ||

"810¢ [Hdy pud

Aq uonesiyn49d snid
s|elnuassy 4agAd

JO s|enuassy 4aqh)
9A31Yyoe 01 Jaylaym
uo uolsidap

|2A3] LINS/pJeog
uayel aney

01 salpoq dljgnd ||y

"JUdWISSISSe-aud
S|enuassy JagA)
auo8iapun aney

03 sa1poq d|qnd ||y

‘sue|d
asuodsaJ Juapioul 4agAd
91e|dwa} pue sjod030.4d

uolIleulpJ00d pue 3uiliodal
juapIdul 19gAd |BaIuUDd
9}BUIWISSIP pue 3sljeul}

03 JUBWIUIDA0D) Ys13102S

"8T0¢ Aeln
Aq paysiignd
NddS uteyos
Ajddns |euld

*s1sAje1ed 4aqAd yum
ui8aq 03 Suiojjuow
pue uolejuswa|dwi
uo y4opn “Aj3uipsodoe
IN4dS @1epdn

pue yJomawelq
92Udl|ISaY JoqAD
9s|eul} 03 siauyled
A3y pue 1A09 ys13300§

‘Ajo1eidoadde
Sunuawajdw
u18aq 03 salpoq
21|gnd '10329s
a11qnd J4apim Ag
9sn Joj s|eulew
Suiuiesy Ajunoas
JO uoIeUIWSSSIP
ui8aq

01 1A09 Ysi1100S

B

"(£10Z 0)
S92IAJDS |endiq 404
wo3sAs Suiseyaind

J1weuAq asijeuly
011A0D Ys11102S

(8107 Al4e3) Adijod
Ajunaas uaghd
uieyd Ajddns yjjesp
uo s3840 ssauisnq
JO SM3IA 3935
011A0D Ysi110ds

sauo)saiw A3)] - ¥ Xauuy ©



A CYBER RESILIENCE STRATEGY FOR SCOTLAND PUBLIC SECTOR ACTION PLAN 2017/18 39

Annex B. High-level concept for Scottish Public Sector Cyber Resilience Framework

1. This annex sets out a high level concept for the development of a Scottish Public
Sector Cyber Resilience Framework.

2. The Scottish Government will work with the NCRLB, the NCSC, the Scottish public
sector cyber catalysts3® and other key partners to develop this concept by end June
2018, with a view to implementing it thereafter. It will be subject to change as UK
Government plans for implementation of the NIS Directive become clearer in early 2018.

Aims
3. The Framework will aim to:

m Provide a common, effective approach for Scottish public bodies to assess their levels
of cyber resilience, ensure they adhere to minimum cyber resilience requirements,
and progress towards achieving higher levels of cyber resilience on a risk-based and
proportionate basis.

m Align with the new NIS Directive legislation and guidance and other key measures,3!
to ensure consistency with forthcoming developments. Clarity on the key requirements
of these initiatives is expected to have been achieved by early in 2018.

m Take account of foreseeable technological developments, such as a move to greater
reliance on cloud systems and the further development of Smart City technologies
and the Internet of Things.

m As far as possible, minimise any additional burdens on Scottish public bodies, including
by making clear how the Framework relates to existing standards or requirements, and
taking account of these when providing guidance on compliance. Wherever possible,
the Scottish Government will work closely with the UK Government to promote
rationalisation and alignment of different standards, although this will take time
to achieve.

m Help to provide clarity and assurance to individual organisations, Ministers, Parliament
and the public that appropriate levels of cyber resilience are in place across Scottish
public bodies. Appropriate monitoring and evaluation arrangements will be put in
place to align with the Framework (see Key Action 11). Consideration will be given to
clarifying appropriate penetration testing and audit requirements under the framework,
and aligning these with existing requirements such as PSN accreditation.

m Seek to align with a similar framework/hierarchy under development as part of the
development of private and third sector action plans on cyber resilience by the Scottish
Government and the NCRLB.

30 See Key Action 10 in the action plan.
31 Including the new Technology Security Standard under the Security Policy Framework and the GDPR.
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Overview of key proposed features

4. The concept framework takes as its starting point the new NIS Directive legislation
and guidance (which itself draws on existing frameworks such as the NIST Cyber Security
Framework). Subject to the final shape of the NIS Directive legislation, it is expected that
it will cover the following 4 key domains of cyber resilience:

= Identify (Governance and Risk Management): Appropriate organisational structures,
policies and processes are in place to understand, assess and systematically manage
risks to the network and information systems supporting essential services. Specific
requirements will be set out in respect of:

e Risk management
e Asset management
e Supply chain risk management
m Protect: Proportionate security measures should be in place to protect essential services

and systems from cyber-attack, system failures, or unauthorised access. Specific
requirements will be set out in respect of:

» Service protection policies and processes
e |dentity access and control
e Data security
e System security
e Resilient Networks and systems
o Staff awareness and training
m Detect: Appropriate capabilities should be in place to ensure network and information
system security defences remain effective and to detect cyber security events affecting,

or with the potential to affect, essential services/public services. Specific requirements
will be set out in respect of:

e Security monitoring
e Anomaly detection
m Respond and recover: Capabilities to minimise the impacts of a cyber security incident

on the delivery of essential services/public services, including the restoration of those
services where necessary.

e Response and recovery planning
e |mprovements
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5. Within and across these 4 key domains, the concept framework proposes clear
stages of progression that Scottish public bodies can work towards. These will be
as follows:

= [Initial baseline: These will be the initial baseline requirements that all Scottish public
bodies will be expected to meet as a minimum by end June 2018 (or end October 2018
in the case of Cyber Essentials certification/independent assurance of critical controls).
These requirements will aim to ensure that all Scottish public bodies have in place
a common baseline of good cyber resilience practice in the short term.

It is expected that the majority of Scottish public bodies will already in effect be
meeting these requirements. However, the requirements set out under the initial
baseline stage will provide clarity and assurance that this is the case.

These initial baseline requirements form part of the public sector action plan.
Key Actions 2 to 7 set out how Scottish public bodies will be asked to make progress
towards meeting these initial baseline standards.

m Target: The requirements under this stage of progression will be those that all
Scottish public bodies will be expected to work towards meeting, on a risk-based
and proportionate basis. They are expected to be aligned with the new Security
Policy Framework Technology Security Standard and other key existing standards
and guidelines, and should, when met, help ensure that good practice in respect
of cyber resilience is in place across Scottish public bodies.

m Advanced: These requirements will align with the NIS Directive legislation and guidance.
Scottish public bodies in the health and water sectors will automatically be subject to
these requirements under relevant legislation. However, the Scottish Government will
also encourage other public bodies that form part of critical infrastructure in Scotland
to work towards achieving the requirements under this highest stage of progression.

6. The Scottish Government will work closely with key partners to ensure a clear
understanding of the way in which existing standards, requirements and guidelines can
contribute to assurance that requirements under the Framework's different domains and
stages of progression are being met. In particular, in view of the landscape within which
Scottish public bodies are currently operating, it will be made clear how the following
standards, requirements and guidelines can offer guidance or assurance in respect of
each domain and progression level:

m Cyber Essentials (Plus)

m Public Service Network (PSN) Information Assurance Obligations

m Public Service Network for Policing (PSNP) Information Assurance Obligations
m The NHSScotland Information Security Policy Framework

m The 10 Steps to Cyber Security

m The IASME Governance Standard

m SO 27001

m The SANS Top 20 Critical Controls

m The NIS Directive Legislation requirements and guidelines
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7. To support this, the Scottish Government will explore the potential for the
development of a self-assessment and reporting tool, that, as well as supporting Scottish
public sector organisations to assess and report on their organisational progress against
the Scottish Public Sector Cyber Resilience Framework, could make clear the links
between other standards, requirements or guidelines (including the Competent Authority
NIS Assessment process), and assist in “translating” these into a self-assessment against
the Framework (see also Annex C - Key monitoring and evaluation measures for Scottish
public bodies).

8. The Scottish Government will also work with the NCRLB and key partners to make
clear how the 4 domains and 3 stages of progression relate to similar hierarchies that
are currently under development by the NCRLB in respect of the private and third
sectors. The aims of this alignment will be to:

m assist with benchmarking and example-setting across different sectors; and to
m promote an understanding of levels of cyber resilience across Scotland as a whole.

9. The following pages provide an early example of what the NCRLB and the Scottish
Government aim to achieve in respect of the overarching framework.
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Annex C. Key monitoring and evaluation measures for Scottish public bodies

1. This annex outlines the monitoring and evaluation arrangements that will be put

in place to provide assurance that Scottish public bodies are making progress towards
the initial baseline, target and advanced stages of progression under the Scottish Public
Sector Cyber Resilience Framework.

A. One-off monitoring and evaluation arrangements against initial baseline
progression stage

2. 0n a one-off basis, all Scottish public bodies will be asked to provide information
to the Scottish Government (and, if appropriate and upon agreement, NIS Competent
Authority/ies) with regard to progress against key actions under the initial baseline
progression stage of the Scottish Public Sector Cyber Resilience Framework. The wider
public sector, including local authorities and the colleges and universities sector, will
also be encouraged to participate in these monitoring arrangements wherever possible,
although coordination of these wider monitoring and evaluation arrangements may be
entrusted to other key partners.

3. There will be informal contact between the Scottish Government and public bodies
at working level throughout the period of implementation of this action plan, to gauge
progress and offer support where required. A formal request will be made at Board/
Senior Management level to all Scottish public bodies at end June 2018 to provide
one-off written updates, setting out progress on implementing the following key
requirements under this action plan:

m Confirmation of (i) having undergone a Cyber Essentials pre-assessment, (ii) having
taken a decision on whether to seek Cyber Essentials or Cyber Essentials Plus, and
(iii) the expected timelines for achieving this.32

m Board/Senior Management - level commitment and basic governance arrangements
in place.

m CiSP membership in place.

m Appropriate implementation of Active Cyber Defence measures in place.

m Appropriate training and awareness raising processes in place.

m Cyber incident response protocols in place, aligned with central mechanisms.

4. A further formal request will be made at Board/Senior Management level to all

Scottish public bodies at end October 2018 to provide confirmation that Cyber Essentials
or Cyber Essentials Plus certification has been achieved.

32 As noted in the action plan, it is possible that, in exceptional cases and for some particularly complex
public bodies, the pre-assessment will make clear that Cyber Essentials or Cyber Essentials Plus is not
an appropriate standard to work towards. It is also possible that, as the process of undergoing Cyber
Essentials/Plus pre-assessments or certification for public bodies proceeds, wider issues or challenges in
the operation of the scheme will be identified. Where this is the case, public bodies will be encouraged to
raise this with the Scottish Government Cyber Resilience Unit who will draw these issues to the attention
of the NCSC, and alternatives to Cyber Essentials may be considered.
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5. Appropriate information on progress will be made available to the public, Ministers,
Parliament and the NCRLB, with due regard to cyber security considerations.

B. Development of ongoing monitoring and evaluation arrangements for target
and advanced stages under Scottish Public Sector Cyber Resilience Framework

6. Monitoring and evaluation processes to support the implementation of the Scottish
Public Sector Cyber Resilience Framework will be developed in tandem with the
Framework. They will be designed to take account of, and align with, the requirements
of the new competent authority or competent authorities that will be introduced to
oversee compliance with the requirements of the EU NIS Directive, as well as those

of Scottish Ministers and the National Cyber Resilience Leaders’ Board. They will also
ensure alignment with, and support for, existing arrangements in respect of Critical
Infrastructure.

7. There will be an initial focus on evaluating how the Public Sector Cyber Catalysts
are progressing towards the target and advanced progression levels of cyber resilience
against this framework. However, the Scottish Government will also explore the potential
for the development of a self-assessment and reporting tool that could assist all Scottish
public sector organisations to assess and report against the Framework. The aim of this
tool would be to:

m Assist Scottish public sector organisations to self-assess their progress against the
initial baseline, target and advanced progression stages under the Framework in a
standardised way, including against a simplified RAG status.

= Minimise additional reporting and compliance burdens by making clear the links
between other standards, requirements or guidelines, and assisting in “translating” these
into a self-assessment against the Framework. For example, where public bodies hold
Cyber Essentials Plus, it may be assumed that this would provide a “green” RAG status
in respect of certain criteria set out in the framework. Where public bodies are on the
SCOTs?? or other shared networks, it would be assumed that the standards achieved
by providers of those networks apply to those connected to them.

m Produce standardised reports for submission to the Competent Authority/Authorities
and Scottish Ministers on a mandatory (in the case of NIS operators of essential
services) or voluntary (for all other organisations) basis.

8. In considering the feasibility of this self-assessment tool, the Scottish Government
will work closely with the NCSC to build on a proposed Cyber Assessment Framework
currently in development to support the NIS requirements. Subject to the successful
development of the tool, consideration will be given to extending the requirement

to report progress against the Framework to all Scottish public bodies in due course.

9. An indicative version of a monitoring and evaluation framework for the target
and advanced stages of the Framework is set out below. This will be updated as the
Framework is finalised and details of the NIS requirements become clear.

33 The SCOTS network is the Scottish Government's IT network. A range of non-core Scottish Government
Scottish public bodies also connect to the network.
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Annex D. Outline of Scottish Government Security Awareness, Training and
Education Programme

1. This annex sets out details of the Scottish Government's
Security Awareness, Training and Education Programme. Products
developed under this programme will be adapted and made
available for general use by the wider Scottish public sector.

2. The Scottish Government is in the process of developing a new Corporate Security
Awareness, Training and Education programme - “Security Action for Everyone” (SAFE)

- which will improve all aspects of security behaviours by engaging with staff to develop
a culture of security awareness which will reduce the likelihood of a successful physical
or online attack.

3. The scope of the SAFE programme has evolved from a purely cyber awareness,
training and education programme to a broader security behavioural change programme
that now includes cyber, IT, physical, personnel and counter terrorism. This change

in focus follows conversations with exemplar organisations. As the Centre for the
Protection of National Infrastructure states: “Effective protective security requires

the integration of physical, personnel and people, and cyber security measures.”

4. The main objectives of the SAFE Programme are:

m Compliance with data protection regulations, Code of Conduct, IT Security Policy.

m Ensure employees understand and comply with policies, processes, and procedures.

m |dentify top seven human risks to the Scottish Government and reduce those risks.

m Improve incident response by enabling employees to identify and report an incident.

m Implement metrics activities to track and report on the impact of the programme.

5. The SAFE programme will focus on 7 themes, with clearly defined key messages
using a range of activities including primary online training and reinforcement activities

such as events, webcasts, screensavers, corporate communications and phishing
exercises. These themes are:

m Access - Passwords and Passes
m Phishing and Social Engineering
m You're a target!

m (Clear workspace

m Remote working

m Privacy

m Report it!

6. The SG Security ATE Programme begins content development in Autumn 2017
and roll-out of the programme in 2018/19.

7. For more information on this project please contact: SG Cyber Resilience Unit:
cyberresilience@gov.scot
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Annex E. List of Scottish Public Sector Cyber Catalysts

The following organisations have agreed to participate in the Public Sector Cyber Catalyst
scheme.

« Aberdeenshire Council

« City of Edinburgh Council

« Disclosure Scotland

« Dumfries and Galloway Council

« Fife College

« Forth Valley College

« Independent Living Fund Scotland
« NHS Lanarkshire

« NHS Lothian

« Police Scotland

« Revenue Scotland

« Scottish Ambulance Service

« Scottish Canals

« Scottish Enterprise/ Skills Development Scotland/Highlands and Islands Enterprise
« Scottish Environment Protection Agency
- Scottish Fire and Rescue Service

« Scottish Government

« Scottish Public Pensions Agency

« Scottish Water

« Student Awards Agency Scotland
« Transport Scotland

« University of Aberdeen

« University of Edinburgh

« University of St Andrews

« VisitScotland

«  West Lothian Council

Membership of the Cyber Catalyst scheme may be expanded or amended in the future
as work progresses.
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