






























 

Website Testing 
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User Experience Testing 
 

  

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 

 

System Performance Testing 
 
We have a dedicated System Performance testing team led by  

. Our approach to testing to 
ensure that any testing is aligned with original requirements and that applications are 
fit for purpose. 

We undertake functional, browser, device, regression, load, security, end-to-end 
testing in-house and sub-contract penetration testing. 

The following are the test deliverables which consist of test artefacts that we will 
produce as part of our quality assurance processes: 

 



 

 

Security, Confidentiality, Integrity, Availability 
 
The technical architecture of all digital services we develop requires data to be 
protected against unauthorised disclosure. This applies to both data at rest and data 
in motion.  

Approaches we use to ensure data confidentiality and data/application integrity 
include:   



 

Hosting Services 
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Hosting Services  

Storm currently work with Iomart and are familiar with their requirements 
(OS/vCPU/RAM/HDD/Stack/IP lockdowns/named technical contact) to commission new 
hosting platforms. Any specification and commissioning of hosting resources will be done in 
collaboration with the Scottish Government at the outset of each project. Final set-up and 
configuration will be Storm's responsibility as will be sourcing any other relevant licenses. 

Systems documentation will meet the required standard and will include: 

• Objective 
• Scope 
• Compliance 
• Standard and Process 
• Document Owner 
• Document Approver 
• Effective Date 
• Last Reviewed Date 

Support and Maintenance 

We will provide on-going support of any developed website after delivery. It will include 
performance analytics as well as database and data management, as part of the standard 
service throughout the duration of the support and maintenance agreement. 
 
We are a Microsoft Gold Partner and Microsoft Cloud Solutions Provider. We are also a 
certified G Cloud Partner for Infrastructure as a Service and Platform as a Service. 

 

 

 

 

 
 



 

Data Migration 

Storm ID will provide Data Migration services to export/import data from existing systems to 
any newly developed websites where required using the most suitable tools and techniques 
depending on the data source and destination.  

For e.g. we can write custom methods to take data from sources such as Excel or SQL and 
import into other formats such as JSON. This can be either a one off export/import or a 
regular BAU task. Data will be kept secure throughout this process. 

Security Services 

We will provide recommendations and advice on security services for any digital assets we 
develop, including secure data storage, secure data transfer and secure certificates used for 
websites. To do this we will review the needs of the client and the web application and 
adhere to the required ISO27017 standards and government security classifications. 

Sub-contractors 
 
We do not use sub-contractors for these services as we have a full in-house capability. 

 















Sufficient Capacity  
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Storm recognises that providing a great customer experience is central to our 
value proposition, and that the following customer service principles, systems and 
processes fundamentally underpin our service model.  

  

 

 
 

 
 

 

Business Capacity Planning  
 

 
 

 

 

 

 



 
 
 

 

 
 

 
Service Level Agreements     

 
   

  
  

 

Continuous Improvement  

 

  

 

  

 

  

 



















































Corporate Social Responsibility 
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******************************* 

 
Storm confirms that we support and uphold the Scottish Ministers policies 
on Corporate Social Responsibility (CSR) in delivering the service 
required by this Framework.  
 
We are a committed CSR employee and we strongly support the National 
Outcomes specified by the Scottish Government with regard to ethical, 
legal and social business and employment practices.   
 
To comply with CSR legislation, we maintain a wide range of CSR 
business and employment policies and practices. These are published on 
our Intranet for full access by all our staff.  
 
We support the Scottish Government’s environmental policy by 
minimizing the carbon footprint of our service delivery.  
 

 









The Scottish Business Pledge. 
 

Question 2.5.3  (Word Count 100) 
 

 
******************************* 

 
 

Storm ID Ltd is committed to work towards creating a fairer Scotland 
through more equality, opportunity and innovation in business. We can 
confirm that Storm ID Ltd have signed up to the Scottish Business 
Pledge. 

 



Scottish Living Wage Accreditation 
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******************************* 

 
Storm ID Ltd has committed to becoming an Accredited Scottish Living Wage 
Employer and support the principle and values of the Living Wage 
Foundation.   
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