N
2.2 Servi_e Delivery and servi ;e Body — section weighting — 65%

Question 2.2.3 (Weighting - 35%) (Word Zount 1800)

Please prvide full details of ho + your organisation wil' ensure ac :urate delivery of the services
detailed in Schedule 1 and Schedule 1A of the Entire \greement. Within your response please
detail how you will draw on your marketing and social narketing and technical expertise to achieve
the servic s and where applicable, deliver rehaviour change.

Your resp >nse should highlight 1ow you will draw on the following activities t2 deliver effective
digital ma keting activities in order to achie 'e and exc 'ed the objectives of the Framew ik Public
body.

* Digital marketing strategy and ‘oadmap (i i1cluding engagement strategy)
» Social madia

» Data, se ymentation and targeting

* Online lead generation, nurturing and scoring

» Content marketing and develo \ment

» Convers on optimisation

*« SEO

» User experience and testing

Particular attention should be gi 'en to how your appro ach can be used and dapted to leliver a
range of activities including:

11 Diital marketing
0 Search engine optimisation
0 Partnership marketing

2.2.3. AC JURATE DELIVERY )F SERVICES#

To accura:ely deliver the services (Schedule 1/1A) we offer the fundamental ; for excell :nce in
digital ma keting:

PEOPLE: Skills/expertise of. talented staff - trained to IPA sta \dards.

PROCES j: Adherence to service processes. IT/manajement systems - software (JIRA, Synergist,
Resource 3uru.)

CLIENT SERVICE: 20 years of providing high quality client service. Adher :nce to best practice,
PRINCE2/SCRUM/IPA/Google/ YMA training.

ETHOS: | west heavily in staff motivation. itaff turnov :r 10% p.a. less than IPA UK average.

BENCHM ARKING: Marketing Society Star Scottish C eative Awards — recipients of ¢.2)0 creative
awards and c.60 effectiveness awards in thz last ten y2ars. A ma ket-leading performance.



Vuilscomsn  SCOTTISH CREATIVE AWARDS 2000 - 2016 |UNION]
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Awards Commendations Top Agency

Scottish Creative Awards - top agency '2 times.

Constant be 1chmarking — Star Agency >f the Year 2 115.



ACHIEVI |G THE SERVICES










DIGITAL NARKETING STRAT :GY

Our digital/content marketing has many roles:

* Proposition: Core statement which creates cohesion across digital marketing ecos stem -
with tone of voice/messagin .

+ Mess ging: Align the propoition with the variety f needs and behaviours of the ta get
audiences.

* Personalising: Ensure that audiences are communicated wit1 in personal way, by nessaging,
targeting and using predictiv 2 personali sation technologies.

* Meas irement: Specialist to)ls used to measure the effective 1ess of user-journeys.



SOCIAL IEDIA

We provide social community m inagement. We execute social community plans (e.g. Heineken) -
where we are on call 24/7/365 - or we provide advice/technical support on campaign targeting and
strategy (e.g. Sterling Furniture).

Reach of )osts is now limited by Facebook and others - however important to maintain >ontent for
followers. We develop based on:

a) clear »oroposition/messaging hierarchy
b) imagi ative content creation, using the full range f media
c) conte 1t calendar - using ev 'nts, anniversaries/topical news
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{UNION} Fstar SOCIAL MEDIA COMMUNITY MANAGEMENT

PUBSABARS
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Social com wnity management for Hei 1eken.

To access specific audiences, we deliver paid social, rhich targets by characteristics such as
age/gend 'r/geography/interests. This can be tracked by creative/audience/format/cost. =or
example, ve delivered this for M ller Home . and SHY . Hostelling Scotland.

M STHA Hovting Scctind - Loa P WS STHA Houmlling Scotland Lo Foge
25 A

No-Frills Thrll Ses

Lo e

Our paid so ial campaign for SHYA.
DATA, SEGMENTATION, TARGETING
To successfully inform content/r :fine targeting, we apply data analysis/segmentation to generate

insight, inform content, develop >ersonas, capture res onses, an | refine targeting. Internal ‘owned’
data is the starting point. Extern il data is critical in driving insight that can m ike a real difference.



will use his 20 y :ars’ experience in data analytics to lead a
team of 90 data specialists at D 5T, our data specialist partners.
_.r ‘:
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NHS

NHS 2+ | Healthy
Working
Lives

i» | Healthy
Working
Lives

% Healthy
\® Working
| Lives

= d |

Campaign for Healthy Working Lives.

For Healthy Working Lives, we delivered a multi-channel data/targeting strat :gy that increased
warm contacts by +30% over 3 years.

ONLINE EAD GENERATION, NURTURI IG, SCORING

Experiencz (across public/private sectors) shows conversion to a sale/lead/enquiry ranges from as
little as 0.1% up to 10%. (Childr :n’s Hearin ys Scotlan ' (CHS) - ¢ »nversion is over 10%.)
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- ___________________________________________________________________________n

Generatin j leads (interest to action); nurturing (Custo 1er Relationship Management); and Scoring
(attaching values) are essential to capitalis ! on invest 1ent. Our approach:

Effective landing pages: Landing pages must be inviing and co npelling, and content 1eeds to
be relevant to the target audience - e.g. our work for S«ills Development Scotland (SDS).

DIGITAL WORLD

TECH IS THE FUTURE.
BUT IS IT YOURS?

Once you switch to the digrtal world, youll never lock back. Thas i an industry thats.
rowing by the day and showing no signs of owing down.

WHY GET INTO TECH? HOW TO GET INTO TECH? SUCCESS STORIES

( FinD oUT MoORE )

Example of Ianding page — SDS Digital World.

Effective data capture: Forms nust be si 1ple/involv : minimum 3ffort. We have impro 'ed capture
by up to 4)% (e.g. CHS and Project Scotland). Data-c ipture is key to UX.

THE CHILDREN'S PANEL

CHILDREN'S PANEL EXPRESSION OF INTEREST FORM

Dare to dream

DONATE NOW

How misch would you like to give?

\ v/ )
[ ——

MAKE DONATION

Example of »ur data capture forms: CHS, Project Sc tland, Homeless World Cu>.



. ____________n

Engagement strategy: Once c iptured, cu stomers ar : on-boarded. Activity needs to comply with
data protection - c.f. GDPR changes planned for 2018. Strategy ust ensure customers are
maintaine 1 in ‘warm’ state to im rrove effectiveness.

Custome ' scoring: We deliver data scoring, applying predictive models to data. Past projects
include W rldwide Cancer Research and Scottish Widows.

CONTEN "~ MARKETING/DEVELOPMENT

We are experienced content marketers: e.g. Scottish iovernment, VisitScotland, Food Standards
Scotland (FSS), QMS and SDS.
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: 4 Having a BBQ to watch the footy? Don't let pink
| chicken spoil it by cocking thoroughly.

Vesdwandurds. g svt.

Our award- ‘inning content for FSS.
CONVER 35I0N OPTIMISATION

Conversion Rate Optimisation (CRO) is the process of maximising the volume of
leads/con rersions from users or visits to a website.






SEO

Over 66% of all click-throughs will come via the top thrze organic search results - unles ; you
feature in :op three organic results effectiveness is greatly diminished.

Our team has SEO background - Bigmout 1/media/Qu >ryClick/A 1bergreen/Civic. We work on
SEO projects (e.g. Len’s Self St rage, Merchiston Castle School, National Records of Scotland).

Our methodology:













PARTNE SHIP

Our Union Connect division is 0 1e of Scotland’s leading partnership specialists. We were
responsible for the Scottish Government’s first-ever m irketing partnership in 2007, and since the
have worked continuously across PSB topics.

W 3 -
] " N |
" ¥
& - & E.CD-LJ — '1,[ ___M
e T pors !\ ~FEEL BETTER |
_ : SCOTMID
CIEW == Blackburn

Eat Better F el Better partnerships deli 'ered ROl of £27:1.
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Question 2.2.4 (Weighting — 2 %) (Word Count 1800)

Website Design and Development Services can includs, but not be limited to, the follow'ng
services:

« digital tr \nsformation of existin jy services;

* web bas >d application development;

» mobile asplication design and development;
* desktop application design and development.

Please prvide details of how your organisation will deliver website design a 1d build services
paying particular attention to the following:

» website levelopment across multi-platfor 1 including standard desktop and mobile operating
systems;

» how web based applications will comply with World /eb Conso tium (W3C) Web Acc 'ssibility
Initiative tandards to WCAG 2.) level AA (or any equ'valents) and any future revisions

* your org inisations ability to us > style she ts (e.g. CSS) and coding standards using a formal
grammar, (e.g. XHTML)

* how web based systems will b » viewed using all maj r web site browsers i icluding, b 't not
limited to, Internet Explorer, Chryme, Safar, Firefox, pera and dge;

* your org inisations use and ex rerience of Open Stanijards and Open Source solutions;

» how you - organisation would d 3liver and implement ssistive te hnology re quirements.

Tenderers must also provide details of any services which will be carried out by Sub-Contractors in
relation to Website Design and Build servic 3s.




2.2.4. WE 3SITE DESIGN AND DEVELOP MENT SERVICES

INTRODUCTION

The Union ifferingm i ending upon the
in our project

management processes.

Our Account Managers are trainzd in these methodologies, either through of ficial certification (or
training fo - certification) for tradit onal Waterfall projects, and SCRUM/AgilePM certification for
Agile proj :cts.

PRINCE? is another approach, for which w 2 have certified managers _
-This may be used for large projects.

Our digital design processes create all templates in in ustry standard programs from th : Adobe
Creative Suite - Photoshop, lllustrator, After Effects, P emiere, InDesign and Lightroom. All
Designers are proficient in their 1se and in he specific design requirements inherent to veb,
mobile, app, and desktop app d velopment, integratin j closely with Developers and Project
Managers.

DIGITAL TRANSFORMATION

For larger digital transformation projects, i.e. updating and improving current and legacy

Governm nt service design proj :cts, we favour an Agile or Hybrid approach. The core fycus of
these metiodologies is to provide continuous improve nent of the product, team interaction and
input, and scope flexibility in order to delivery a quality solution. This is particularly impo tant when



DIGITAL MARKETING

working 0 1 Government projects, as one of the three key elements of a project (delivery
date/budgat/scope) is often unal.erable.

User-cent 'ed design is essential for transfo ‘mative pro ects. A process of constant iteration and
presentatin of different prototypes and/or ninimum-viable-products is necessary to ensure that
the projec: is as useful to as wide a selection of the Scottish public as possible.

<> HERCULES ~ ¢ ' > HERCULES ___‘_ :

& HERCULES

b e Sp—

.5
-
L

Union transf »rmation project for Norma 1. Company project management/financi il operation given a web in erface for
staff/supplie ‘s/clients.

We have vide experience of digital transformation projects working with clients such as Scottish
Athletics (ZRM database interfa :e); Norman Europe (facilities management and finance site); and
Homeless Word Cup (tourname 1t/member hip/fundraising).

WEB AP LICATION DEVELOPMENT

To provide the best maintainability and the least technical debt (extra cost/w sk incurred in the
longer-ter n by using short-term solutions) we provide veb application development in an open

source franework, using PHP ad either D upal/Word >ress and associated PHP frame vorks such
as Laravel.

We are able to provide any type of web application bui d, ranging from simpl : calculators to
complex database-driven sites ith restrictive and co plex data protection r :quirement;

interacting with many parts of th 2 public sector — such as the Organ Donatio 1 Scotland site we
currently 1anage and maintain.



E]

We manage the Organ Donation Scotland site.

e




To reduce code bloat and impro re speed/u sability, all >f our code is created by hand from scratch
rather tha 1 using templated or “ undled” frameworks such as Bootstrap.

MOBILE APPLICATION DEVE .OPMENT

When cre iting mobile applicatio s, we design/create apps using a cross-platform mobil 2
applicatio 1 environment such as SAP or Sencha. This saves significantly on costs - rather than
creating multiple distinct applications and codebases, ve can cre ite apps which require less
translation from Android, iOS an3i Windows mobile.

Edinburgh Airport

Fsairing Jourmeys

1247 CEETT =

Balsamic Steaks with Roast

Cauliflower Couscous

HEATHRACW

* FOR THE CAULIFLOWER COUSCOUS

W Mappy poessngers. The Turkieh Airfin

Some mobil » apps developed by The Union: NHS G 5&C, QMS, Edinburgh Airport.

We have ;trong experience in mobile app design, development and release on all majo ' platforms.
Our work includes projects such the flight information 1pp for Edinburgh Airport, the QMS ‘Perfect
Steak and Roasts’ app and the {HS GG&C Community Health app.

DESKTOP APPLICATION DEVELOPMENT

We create desktop applications and other f inctionality -based applications — such as web scripts
for autom 1iting tasks, spreadshe 2ts with macros for data processiag, and full y-featured Jesktop
applicatio 1s. We use languages such as Java, C, JavaScript, PH > dependin 3 upon req lirements,
but alway : use to open source software.

We prefer using a cloud-based system, so that there are as few barriers as possible to istalls;
many Government services hav : strict IT requirements, thus simple installs and mainte 1\ance are
paramount.

RESPON 3IVE AND MULTI-PL \TFORM DESIGN
Union builds websites, products and apps sith a mobil=-first approach. Mobile traffic has now

overtaken desktop — therefore, building usable, lightni g-fast, accssible mobile optimiszd sites is
critical for the public sector.
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We think bout how the site will vork on m bile first, b >fore consiiering desktop
designs/wireframes for web appl cations. This is especially important for interacting with harder-to-
reach C2 )E demographics who may not have access to a standard desktop.

Two exampl s of our responsive design: National Trust for Scotland and ProjectScotland.

hat this means is that the
on a low-end broadband connection or phone anytiing we build should | yad in under 2
seconds, :nsuring that the user do not bounce off the page/application.

Speed is 1Iso critical for usabilit -, accessibility, and SEO purposes. We design for desktop, tablet,
and mobil > browsers, and we te st performance with o line tools such as Bro wserstack is well as
with physi:al devices and operating systems.

[, QR

Buapgurt e Aty gt trimty

HOME SUPPOAT FOR FAMILY AND FRIENDS | SUPPORTER GUIDE FOR FASENDS

Supporter guide for friends

Some poople are more comiortable talking abou! breastieeding with thew fiends than with their taméy. Go ahead
and have a chat with a closs friend, you'l fesl much betisr and theyll want 10 know how they can help.

Supporter guide for friends

Some people are more comforable
falking about breastfeeding with their
friends than with their family. Go ahead
and have a chat with a close friend, youll
feel much better and theyll want to know
how they can help.

Open up 10 your friends

Bocoming & mum i wonderiul, but Sometimes you maght feel Bue you can’t remembor what you used 10 Spoak about bo'one
yOur itie One Carme iong! Your closs frends probably erow yOu Defier than aryone. which & why having them pop round wil
40 wonders - making e feni & b more nomal SgEIn Bne Chafhng shout offe Things can Be o noe bresk to tske yous mind of
Bemmng a mum is wonderful, bul sometimes any wories.

you might feel like you can't remember what
you used 1o speak about befora your little one

Open up to your friends

Sorme mums feel uncomionable asking Yor help o famiy memben. 1or exampke because Mew tamiy ve 100 far sway O they
B0 want 1 sk NG 100 MUCH frem oider parents. That's whors our fnends Can come 1 - istening 19 you have 8 goad
et o tabng SbOU the e that you 80 WOITyEg Bboul

Example of nobile-first design for www.feedgood.scot.

We ensur : our designs operate across every common screen resolution, de sktop or mobile OS.
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RELATED RECIPES

i Minced Lamb Savoy
= Parcels

THE
SCOTCH Q
KITCHEN

ibbed with plenty
black pepper

© 2s0¢ edamame beans. cooked

@ 1500 quinca (white. red or hlack)

@ 24ogfine asparagus. charred for
afew minutes an a hot griddle
pan

Oven baked Piri Piri

Burgers with

@ &spring onions. trimmed and
quartered lengthwise

© ‘calarge cucumber halved
lengthwise, seeds removed and
cut into long ribbons with a

New Scoftch Kitchen website for QUS i fully responsive.
W3C ACCESSIBILITY COMPLIANCE

We build Il websites/web applications to meet standa 'ds outlined in WCAG 2.0 level A \. We meet
level A an 1 level AA level acces ;ibility stan Jards acro s all builds If necessary, we buil 1 a site to
AAA standards for users with ex:ra needs.

All Developers are trained in accessibility standards using a checklist to reduce the nee i for
revisions later in the project. We ensure that colour palettes meet accessibility standard (i.e.
contrast/r :adability guidelines) during design phase.

We audit ll current sites against any new guidelines when there is a major update of a cessibility

STYLESHEETS AND CODING STANDARDS USING FORMAL 3RAMMA !

We use the most up to date HT 1L 5 and C 3S 3 stand ards for markup, adhering strictly to them,
with fallbazks to previous standards such as HTML 4.01 Transitioral or XHTML 1.0 where needed.

We ensur : markup complies strictly to W3 : guidelines by using online testing such as
https://validator.w3.org/. Howev 'r, where suggested c 1anges conflicts with usability, ac ;essibility
or speed, ~ve always prefer the solution which puts the user first.

RESPON SIVENESS AND BROWSER TESTING

We perfor n functional, system integration, and non-functional (Ul tests on all our proje :ts. This
encompasses browser compatib lity testing (/nternet Explorer, Ch-ome, Safari, Firefox, Jpera and
Edge) and performance testing, which ensures sites a e compatible with all devices and browsers
as well ch 2cking that the output is responsi se and stable.



We use u 1scripted exploratory t :sts to uncover defect ;s that may otherwise not be detected, and
this is carried out by users, clien:s, and Uni in staff.

This acco Ints for over 98% of the current 'S landsca je. If required due to legacy
Governm nt/public sector requiraments, we test and build any website or app to work with
deprecate J/legacy versions of Internet Explorer, Windows, or oth r browsers or operating systems.

DEVELO 'ING FOR OPEN STANDARD A \D OPEN 3OURCE SOLUTIONS

Union is f imiliar and conversant with the re levant frameworks laid out in the DJigital First Service
Standard http://resources.mygov.scot/standards/digit I-first/) and High Level Operating
Framework (http://www.gov.scot/Topics/Economy/digital/digitalservices/HLOF). We meet these
standards set out when working on all publiz sector work.

We train all relevant new starff on this (in bi-yearly wor<shops) during their induction period, and
provide annual refresher training to all staff.

as necessary. We do not use any closed source or proprietary solutions, in line with the Digital
First Service Standard.

ASSISTIVE TECHNOLOGY REQUIREMENTS

When developing for any public-facing web service, we ensure that at minimum the site is suitable
for both s reen readers, screen magnifiers and text-to-speech services. This functions as part and
parcel of VCAG 2.0 AA accessiility work.
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The Union has consulted with R\IB and ot er stakeholders on accessibility of digital resources for
our work n Smarter Scotland: igital Participation. W : are familiar with vari »us alternative and
augmenta:ive communications (\AC) requi ements through our marketing strategy wor . for the
NHS Education for Scotland AA > project.

For any complex requirements, ve would c >nsult directly with users needing assistive technology
requirements. For instance, we 1ave recently worked vith Euan’s Guide, a website and app
specifically dedicated to assistiv 3 technologies and ac :essible spaces for disabled people. We
ensure th 1t differently abled use-s are engaged as sta <eholders throughout the entire p ‘ocess.

Find out about your nearest FREE informal session on 0300 004 1000°
N irarehy schvser
0300 004 1000 oo
or if you are already online and want to know mare, visit :
Vit e PR el seon st STRANRAER o 3 o wnw.letsgetonline.scot

0300 004 1000° e i g i o, o

www.lotsgatonting. scot ' ) b e el e e wwrw Jetsgatonline.scot
A / e
' L] = . ot

T Taasa. R poiidee

# you arw simacly oriine

.-i‘ Sen !

Example of The Union’s work on the Dijital Participation campaign.

We contin Jally keep astride of developments in the field, working with other ;takeholders and HCI
(human computer interaction) specialists as appropriate, to ensure we always deliver th 2 best
possible sarvice for users with extra needs.

OUTSOU RCING

For contin aal control, we don’t outsource Government/public sector sites with complex ata
protection requirements.




Question 2.2.5 (Weighting - 10%) (Word Zount 500)#

#
Please prvide details of how your organisation will deliver website testing, paying parti :ular
attention t» the following:

* details o “how you will provide Jser Experience (UX) testing, providing information on iser
interaction with the application interface;

* details o “how you will provide System Performance testing, to ensure the application is fit for
purpose and meets the original equirements specification;

* details o “how you will ensure that the application mests approp iate security requirem2nts and
provide a surance on the confidentiality, integrity and availability of the application and its data.

Tenderers must also provide details of any services which will be carried out by Sub-Contractors in
relation to any of the website testing servic :s.

#

#

2.2.5. WE 3SITE TESTING#

#

INTRODUCTION#

#

We undertake development testing throughout the build process; and quality assurance testing at
the end of the phase for Waterfa | projects, and at the »nd of ever/ sprint for Agile projects.

The product first undergoes inte nal User Azceptance Testing, which includes functional and non-
functional tests, system integration tests, p rformance testing, and browser compatibilit 1 testing.
Once this stage is completed ani internal i isues raise 1 are fixed, this is followed by Client
Acceptan e Testing.




The Kanb ian board allows all sta<eholders iccess to the status of every issu : with an easy and
intuitive u ser interface.

#
UX TESTING#

#

B VS [ENS SR S
o st foas an SELF STORAGE :

= = scotland
e e o= BUCCLEUCH

Clients who have used our UX testing sarvice. #

SYSTEM 2ERFORMANCE TESTING#

#

To ensure applications are fit for purpose a 1d meet orijinal requirements sp :cifications, we
undertake performance testing using tools such as Lo ider (http://loader.io.) This helps understand
system parameters including responsivene ;s/stability inder vario Is workloads (site trafic).#
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SECURITY REQUIREMENTS AND TESTI \G#

when new releases are availabl :. Server software on ackspace is automatically updatzd, and
AWS servers are set to auto-ap ly security updates.

+H

We comply fully with The Data Protection Act 1998#an | keep monthly back-ups of all databases
and sites. We use automated tools to comply with PCI DSS compliance.#

+H

For contin ued control over security during t :sting, we 1ever use sub-contractors at this stage.

=

[500]#

+=
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Question 2.2.6 (weighting - 10 /5) (Word ‘ount 500)

(Revised uestion from Circular Advice Note 2)

Please describe your organisati ns approa :h on the p ‘ovision of the following services y:-

Support & Maintenance: providi 1g details on how your organisati 'n will provide support services in
relation to the core development, including performance analytics and mana yement reporting;

Data Migr ation: providing details on your organisations ability to extract data from other systems
including iny common data formats used;

Security Services: providing det iils on how your organisation will provide security services directly
related to digital applications, (e.g. secure rebsite certificates, secure data s'orage and secure
data transfer protocols).

Hosting S >rvices: Providing details on how your organ sation will provide website hosting services,
(NB: at pr:sent Scottish Govern nent have their own Hosting arraigement in place) paying
particular attention to the following:

se :urity;

ne ‘working facilities;

do zumentation standard :;

co npliance with ISO 27017 or equivalent;
go rernment security classifications;

Tenderers must also provide details of any services which will be carried out by Sub-Contractors in
delivering these service require 1ents.
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2.2.6. HO 5STING SERVICES
SUPPOR " AND MAINTENANCE

We provide 24/7/365 support/m iintenance with a rota of three Diractors on call, as well as group
email for key staff. Support is in tigated via mobile phone/email. Response guaranteed within 30
minutes.

Rackspac 2 provides a fully man aged service for our d :dicated server:

e Serv  r monitoring/active re sponse

e 24/7/ 365 telephone and tic et support from engin 2ers
e 14 d y backup (weekly full “daily incremental)

e Regu lar update of operatin | system

¢ 100 » Network Uptime guarantee.

We provide managed support fo- AWS servers through Rackspace.

Password s/account information stored in a 1 AES-com liant encrypted datab ase accessible
via individ Jal user accounts, which can be Iaocked dow 1 to specifi : entities.

Individual 7’ identifiable informatin is encry >ted in a compatible format.
PERFORMANCE/MANAGEME \T REPORTING

Servers are monitored for servic2 availability, hardwar : faults and vulnerabilities. Two
external s :rver monitors regularly check for service aviilability for each of the sites we 0st,
the primary monitor is displayed on a proje :tor in the developer team's room and automated
notificatio 1s are sent both via e 1ail and via our messaging syste 1so any event can be
investigat :d immediately.

DATA MIGRATION
To migrat : like-for-like installations, we export the database/archive the relat2d assets.
Dependin j on type of data, we igrate using:

e CSV - 1D/2D data
¢ JSO I/XML - structured data



HOSTING SERVICES

To provide secure shared hosting, we use ackspace for our dedicated hypervisor servzar,
running five virtual servers. For 1igh traffic/segregated sites we use Amazon AWS.

SECURITY

Servers are protected by a firewall, which sits between servers/the outside world and controls flow
of network traffic, allowing us to determine wvhich connection types to allow. Delivery of secure
hosting services involves the following:

e Ra ckspace - uses physical Cisco A >A firewall idministered via securecontrol panel -
locked to specific users

e Ra ckspace certified to security stan lard ISO 2 7001

e Ra ckspace provide proa :tive fully managed int-usion detection service

e A /S - provides "security groups" which function as firewall

¢ Bl ock SSH, FTP and ad 1in control >anels fro ' anyone other than U ion and authorised
cli :nts/third parties

e Se rvers patched against atest known vulnerab lities through automatic security updates

NETWORKING FACILITIES

Rackspac 3 provide:



¢ 10 3igabits/second netw rrk speeds, load balancing, advanced IDS/WAF appliances
from AlertLogic/Imperva

o Hi  jh-performance band 'idth, ensuring fast and stable network traffic

e Ni 1e network providers, for multiple redundancies which will help ensure server
av ilability

e Mu ltiply redundant internzt lines

DOCUMENTATION STANDAR )S

Specification is provided that de scribes aspects of the product and will ensure that applications
achieve the desired tasks. It als » aids future developers - conveying the inte 1t of featur :s/code.

For server management/deployment, our p ocess doc iment describes steps to manage these
securely.

ISO 27001 & ISO 27017
Rackspac 2 and AWS certified for ISO 27001 and AW . for ISO 27017.

We use Rackspace for dedicate 1 servers and AWS fo ' cloud host ng.

GOVERN VIENT SECURITY CLASSIFICA 'IONS

All classifi 2d official information »rovided by PSBs will be handled/processed in conformance with
our Corpo -ate Information Secur ty Policy.
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Question 2.2.7 (Weighting — 1 1%) (Word Count 800)

Please de'ail your organisation’s plans for i nplementing a process of continuous impro ement that
will ensur  that best practice is followed when deliveri 'g the servize paying particular at'ention to
the following:

* how you will you ensure staff are trained and devel ped in ordar to keep ip to date with a
Frame vork Public Body’s or anisation and culture, with best practice, market developments
and e 1erging technologies, ‘0 as to provide a curr :nt and innovative service to Framework
Public Bodies; and

* proposals to monitor and improve your n-going levels of service e.g. customer liais \n/
satisfa :tion surveys and how this information will b : fed into the continuo is improve nent
process.

2.2.7. CONTINUOUS IMPROVEMENT

OUR PROCESS




TRAININ ; AND DEVELOPME [T: PSB’S ORGANIS \TION/CULTURE

On joining, each staff member is given a full induction on the PSB s busines . by the Account
Director. his is followed by personal learning — website, publications, news articles.

Crucial ar : our campaign evaluations, which provide t iinking, implementation, and
recommendations for improvem :nt.



ADVERTISING

ko PARTNERSHIP

LEARNINGS AND RECOMMENDATIONS
RESULTS

J
| U salkread UNION

Evaluation documents are invaluable for learning.

Account Directors are responsible for disseminating in ‘'ormation on developments in PS3 clients
and impacting policy changes.

We monit r:

* Develo cments/news

» Sector irends/forecasts

* Legisla tion change

* Scottis VUK/worldwide Goverament poli iy

To obtain more effective news on policy, w : recently i \plemented a plan to lisseminat :
informatio 1 from the ScotGov e 1ail alert.

TRAININ ; AND DEVELOPME [T: BEST PRACTICE, MARKET DEVELOPMENTS, E NIERGING
TECHNO .OGIES

To ensure best practice we are | member of the Instit te of Practitioners in Advertising 1PA),
Institute of Promotional Marketing, Direct Marketing Association and The Marketing Society.

-
I m The Institute of
Promotional Marketing ' weare the

Best practic » through membership of inJustry bodies.

We acces s best-in-class training programmes. Account Managers sit the IP s
Search/Foundation/Commercial Certificate : and Legal Regulations Exam, and Google
Analytics/ \dwords. Promotional specialists sit the IPM Diploma.

#



-
Led by M ) Kyle Hardie, we impl=ment training by:

* Review ing courses available/:ontinually monitoring new offerings

* Using revious feedback/identified knowledge gaps to create needs-based training

* Investi 1g (over £15k annually) in formal raining/cascading knowledge int :rnally

* Measu ing outcomes though <Pls/surve /s/appraisals
* Using learning to improve fut ire training.

This proc ss has enabled us to rass the IPA’s Contin ious Professional Development p-ogramme
every yea ' since its 1999 inception. We are currently working towards Gold certification.




As eviden e of providing an innovative service to PSB clients, to learn the latest thinking on
behaviour change, we attended :he Behaviural Exch nge 2015 :onference and casca led
learning internally and to clients.







W

PARALLAX VIDEO FROM STILL PHOTOGRAPHY

Emerging te hnology Parallax delivers 1 stunning 3D effect.

MONITO ING AND IMPROVING ON-GOING SERVI 'E

Our Directors review all feedbac< - positive or negativ ' - and incorporate it into our continuous
quality im rrovement strategy. Directors keep in touch vith senior clients at all PSBs, re ularly
meeting t ' discuss areas for improvement.

To implement any lessons learn :d, plans a ‘e commun cated to account teams through >n-going
training and feedback sessions.

Our continuous improvement pr rcedures help us maintain a market leading position in creative
output (Scottish Creative Award ;) and indu stry effectiveness (Marketing Star/IPA Effectiveness).
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V(= SCOTTISH CREATIVE AWARDS 2000 - 2016 [Union|

-1 AWARDS

13

w

£

0

Y2015 vo016

I Awards [ Commendations Top Agency

Top agency 12 times in the past 17 years.

[800]
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Question 2.2.8 (Weighting - 5 ,) (Word Count 600)

Please prvide details of how you will ensu “e that sufficient capacity exists at all times t» deliver
the Framework, including Framework transition and periods of high demand, and how y>u will
ensure th it there is a consistent level and ppropriate quality of sarvice provided to Fra nework
Public Bo lies, regardless of spend or geographical sp ‘ead across Scotland.

2.2.8. CA’ACITY

To ensure we continually have tie capacity to deliver this Framework, including transition and
periods of high demand, we follow capacity planning processes, i\ three are 1s:

*Ro bust demand forecasting
+ Co ntinuous evaluation a 1d manage nent of ca acity
* Co ntingency processes far exceptionally high demand/capacity shortage.

DEMAND FORECASTING

To provide appropriate resource we forecast demand during weekly/monthly/annual m nagement
meetings. We base forecasts on previous demand, industry trends, dialogue with client and key
dates for ’ublic Sector Body (PSB) contracts, includin j any repeat requirements (e.g. s 2asonal
campaign ; - Food Standards Scotland).




MANAGI |G ONGOING CAPA ITY

Providing axtensive capacity to this Frame rork, we maintain a workforce of. people at our
Edinburgh office across all requi-ed departments.

Each client has a dedicated team headed up by an Ac:ount Director and ha . consistent points of
contact.

Our Head of Digital works closely with Account Directors, allowing quick re-assignment >f staff to
help the core team deal with excess demand.




To continually meet PSBs need , regardless of their s yend/geographical spread, we maintain a
flexible, fl rating resource of This ensures that w : can mobilise on new business and large
projects at short notice, often critical for PS 3s. We have done this recently for Scottish
Governm nt’s Parental Influenc : and Skills Developm :nt Scotland’s Digital World (SDS)
campaign s, both of which requir :d full multi-channel campaign development within short
timeframes.

In 2015/1 i this flexibility allowed us to launch a global multi-channel campaign for VisitScotland
whilst sim iltaneously completin | substantial projects for Scottish Enterprise, Scottish D 2velopment
Internatio 1al and SDS.
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VisitScotland’s Global ‘Spirit’ Campaign.

UKTVadverts ) a B '/ 7 .I.\ a8 150K

VIDEO VIEWS

232K

SHARES OF
#SCOTSPIRIT

45-54yr olds sxposed to the Spirt of Comtral
+* Scotland videos were 48% more likely to W ixpens
consider Scotland for their next holiday.

{4

¥

e

Award-winning global brand campaign or VisitScotla1d.

CONTINGENCY PLANNING

Respondi 1g quickly and effectiv :ly to unfor 3seen circumstances is an accepted part of working
with PSBs. For example, we ste)ped in at short notice to assist a website launch for Na:ional
Records of Scotland.

To maintain service quality while responding to increa es in demand, we can use our network of
10 freelance designers. We can scale up further by:

¢ Re allocating resource from our Leeds office;

e su )-contracting resource from our /orldwide Partner agencies in England/Northern
Ireland.

ENSURING CONSISTENT LEVELS OF S :RVICE
Focusing on maintaining consistznt levels of service for each clie it, we will ensure:

e Th e appropriate number of staff

e Th ey are of consistent high quality

e Co nsistency of service in the event > absence or leave

o All >cation of deputies for each member of tea | at contract commencement.

Technical infrastructure:

#



e To p quality IT infrastruct ire (e.g. superfast inte'net/video :onferencing), business travel
ac >ounts and well-equip red meetin y spaces e 1sure we can communicate seamlessly with

cli :nts.

Core and more:

*Co reteam delivering ca 1paigns on a daily basis

*Ba ck-up support team across discip ines

* Ke vy contacts assigned for accounts to ensure familiarity.

1

TIMING PLAN|
A UNION BETWEEN NOW AND THEN,

National Records of Scotland
Content Film Development
16th September 2016

Cliert action

Both required

Agency action

12 [ 13] 14

19

21

Videos

User Journeys defined

Storyboards visualised and journey detailed.

Storyboard Draft 1 shared w/ Client

Storyboards updated from feedback

Final Storyboards shared with Client

Client Approval of Storyboards

Script developed for VO

Final Script to Client for Approval

Client Approval of Final Script

VO Recorded (Client to dial-in if desired)

Final Screen Grabs taken for films

Animations created

Films shared w/ Client for Approval (in batches as finalised)

Client provides feedback ASAP to animation (N.B. VO will not be
changeable at this point).

Amends made to films as requred

Final Films sent to client for use

Project review

H

Example rapid response timing plan.

These processes ensure a consistently exczllent level of service for all PSBs, regardless of

size/spen |, upholding our reput ition of delivering excellence.

[600]
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Question 2.2.9 (weighting — 5 5) (Word Count 800)

Where a ‘ramework Public Bod / has an urgent or em :rgency re uirement, jlease provide, in
detail, your structure for accom 10dating unforeseen r :quirements of this nature and yo ir
proposed formal processes to in'tiate such activity.

2.2.9. AC COMMODATING UNFORESEEN REQUIREMENTS AND PROPOSED FOR NAL
PROCES SES

EMERGE NCY PLANNING

Our staff re experienced in hel iing clients through e 1ergency challenges, and we hav: a
formalised a process and policy. This policy is updated annually i1 line with best practic : by Senior
Management, and shared throu |hout the agency.

The Union has experience of crisis management with 1 range of clients. For axample w 3:

* Worke | for QMS during the 2001 Foot and Mouth crisis by immediately p eparing an
emerg ncy team to ensure i 1portant campaign me ssages were agreed and dissemiiated in the
right w1y, at the right time

* Assisted Food Standards Sc tland during the reaction to a per:eived controversial h :alth
campaign by working with cli :nt and agency legal t :ams to provide the appropriate r :sponse
swiftly ind effectively.
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Question 2.3.2 (Weighting — 6 1%) (Word Count 1800) + (Word Count 25 | per CV)

Account Management - Please rrovide a detailed breakdown of your proposed Account
Management delivery, to include all discipli 1es relevant to the requirements 1s set out i 1 Schedule
1 and Schedule 1A of the Entire Agreemen , paying particular consideration to the follo /ing;

Detail ow the services will be delivered and managed for all geographical locations, along with
an acc unt organisational structure for providing th » service; (This must c'early dem instrate the
Tenderz=r’s senior management hierarchy and the names of key senior and account
management individuals invo'ved in the Jelivery of he service i; provide :V’s detaili g the
senior nanagement staff’'s experience relevant to their role in the contract, key skills, awards
and ac :omplishments in the >reative Advertising sector);

Details of the support staff w 0 will be responsible or administzsring the Framework, their roles
and re orting lines;

Mecha irism for approval of a 'y change to the abov :;

The co itingencies in place to work out 'ith normal working hours as required and to ensure
busine ;s continuity in the event of abse teeism through holida /s, sickness or key pe sonnel
leaving:

Details of formal internal met 10ds of interfaces bet /een the A count Man ager(s) and other
interna staff within your organisation;

How internal standards and 1onitoring of approvals/sign-off ar> managed and communicated
interna ly/externally;

Details of complaints proced re and escalation pro ‘ess including where the Account
Management Team are unab e to resolv > complain s satisfact rily or within agreed timescales;
and

Trainin y3/development and m nitoring of performan ‘e of the Account manager(s).




2.3.2. HO N THE SERVICES WILL BE DELIVERED ND MANAGED
GEOGRAPHICAL LOCATIONS

We will deliver the services based from our offices in Edinburgh —where our! staff across all
disciplines are based. We have iccess to meeting/business spaces in all Scottish cities — through
Clydesdal 2 Business Banking. /e recognise the need to service 2ublic Service Bodies (PSBs)
throughout Scotland and will use video-conferencing/pnone/email when appropriate. Outside
Scotland ve can service clients through ou ' Leeds offi e, and through World wvide Partn :r Inc.
(WPI) agencies in Belfast and L ndon. For international delivery e will work with our WPI
network, rith 65+ agencies in 50 markets.

ACCOUNT ORGANISATIONAL STRUCTURE

To deliver a service relevant to the require 1ents (Sch :dules 1/1A), we will draw on the specialist
skills of a .eam drawn from The Union. We will provide a seamless service led by Union







To ensure a collaborative/joined -up approa :h across all disciplines our staff are all based in our
Edinburgh office.

All services rom a team under one roof

Our organisational structure ens ures:

¢ Clear accountability: Public Sector Bodies (PSBs) are assigned a Board level cont ct with
ultimat : responsibility for ser ‘ice delivery

¢ Simpli ity of communication/management: Named day-to-day contact per
engagement/campaign
Integrated thinking: Joined- 1p digital planning including bran | and data

¢ Budge :: Streamlined proces . by deploying right re :ource at ri jht time av iding duplization -
saving PSBs time/money

We take pride in providing best-in-class Account Management to Jeliver a service relev int to the
requirements through strong leadership, trained staff, :ffective pr cedures and dedicatin to
continuous improvement.



e
Last year wve achieved the highest possible score for Account Management for VisitSco land’s

Relations iip Management programme; and were rank 2d No.1 across Lloyds Banking Group roster
portfolio 0° 15 agencies.

CUSTOMISED SERVICES

To deliver excellence in Account Management and client service we are organised in si { units
customised by project, and based on disciplines requirad:

Direct r: responsible for ser ‘ice delivery

Plannig: responsible for str itegy

Project Management: respo 1sible for campaign delivery

Creati e/Design: for concepts/design/c ntent

Development: for technical delivery

Analysis/Online Marketing: for online analytics/social media/SEO
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PROCES SES TO DELIVER TH = SERVICE

We also ensure that all projects are effectivzly tracked/monitored and reported on.

e S0 everyone is fully aware of deadlies - we praduce a Praject Timing Plan indicating key
milestones/responsibilities.

e Thi s builds in time for Client/Stakeholder app ‘oval. For example The Scottish
Government requires policy approv Il, whereas QMS may nave to gain approval from Rural
Payments Agency.

e Ea ch campaign is itemis :d with a Job Number on our Synergist platform.

e Ea ch step in the campai in process 's formally initiated/tracked by Briefing For 1s.

e Fol lowing each meeting/ :all, project actions ar : documentad and circulated in a Contact
Report.

¢ All  Quotes/Estimates ar= formally submitted - requiring written approval.

o W :ekly Status Reports rack all jobs and next actions.

e Di jital projects are caref illy docum :nted with itatement »f Work/Technical and
Functional Specifications.

e W b design/build projects are set up in Jira sy stem, using a Kanban board to tr ick
progress/issues/bugs.

¢ Cli ents are provided with feedback/ veb/data with weekly/ ronthly Dashboards nd
G ogle Analytics.



# Union Website

i [ TRAFFIC OVERVIEW

[IeH—

Key reports/‘ools for digital projects.

Miller Homes Weekly Dashboard. miller

CUSTOMISED DASHBOARD REPORTING
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EXTRA R=SOURCE FOR HIG DEMAND

As added value we offer additio ial staff - s 1ould extra work be required. Details below:

MECHANISM FOR APPROVAL OF A CH \NGE
In the unlikely event that we are required to change st \Iff, we follow this proc :dure:

1. Advis 2 framework clients of change immediately

2. Propose a replacement staf with CV and recomm andation

3. Arrange meeting between s aff member/client if n :cessary

4. Seek pproval to implement change

5. Addre ;s concerns raised - i necessary, seek alte native soluion.

We offer additional reassurance ; to mitigate the impact:




N
Notice Periods: Minimum period of three 1onths - six months for senior/key staff.

Market In :elligence: We monitor marketpl ice for a pieline of candidates.

Successin Planning: We identify ‘high p itential’ individuals and ensure they receive ippropriate
training so they can take on additional resp Jnsibility should the n ed arise.

Crisis Planning: In the event of staff leaving at short iotice, we use resourc 2 from our rusted
freelancers.

OUT-OF-HOURS WORKING

We seek to provide a positive wrk-life balance for emloyees whilst delivering against :lient
expectations. We proactively sc iedule project completion times against resource availaility/client
deadlines - this ensures we are able to minimise out-of-hours working. Whe 1 necessar ' to
complete Irgent tasks/meet deaillines, we offer time off in lieu/bonus for staf".

BUSINESS CONTINUITY

Our large :eam ensures we hav : capacity t > ensure b isiness continuity in the event of
absenteeism through holidays/sickness/key staff leavi 1g. Our procedure:

REQ JIREMENT INTERNAL S 'STEM BACK-UP

e C ntralised leave diary aids resource planning
e St ructured holiday request process
ANN /AL LEAVE e Maximum one person in e ich account team on
le wve at once
e F rmal written project han Jover to designated
st ind-in
e St aff communicate absence by 8.30am, to allow
S| ’JKNESS for cover/re-allocation of b iefs/tasks to take
plice
¢ Mi nimum notice period of 3-6 months, iallowing
ti 1e to recruit - a full hand yver to take place

Large/trusted bank of
freelancers

STAFF TURNOVER e Cpacity to temporarily re-structure dejartments
until replacement found
e 24 [7/365 cont ict
e St aff home/mobile phone umbers stored in
EM (RGENCY centralised system for em :rgencies
A ISENCE e Ky personnel mobile numbers given t> clients

e T ams can be coordinated at short notice to
meet with clie 1t/hold conference call

Contingenci :s for planned and unfores ‘en absence.
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FORMAL INTERNAL INTERFACES

To ensure seamless project deli rery our internal interf ices facilitate clear communication across
multi-discislinary teams and with the client.

INTERNAL STANDARDS AND SIGN-OFF S

Our sign- ff procedure ensures the highest quality out uts:

¢ All creative/design briefs approved by Digital Account Director/Creative Director
e Statem znt of Work, Technical and Functional Specifications signed off by Digital Account




e
Directo/Technical Director

o All digital projects tested/approved by Technical Director, Head of Digital Jesign and Digital
Account Director before goin | to the client for testing

Sign-offs re recorded onto our 3ynergist project management system — so 1ll team members can
access and check.

Formal cli :nt approval is sought (in writing) at key stages:

e Strateg y

e Timing

e Budget s

e Statem znt of Work

e Functio nal Specification
e Techni :al Specification
e Photog -aphy/lllustration

e UX Testing
e System Performance Testing
e Go-Liv

These are logged onto Synergist by the Account Direc:or/Manager for the relevant project.

COMPLAINTS / ESCALATION PROCESS

Our proce dure ensures swift, aparopriate a :tion from jenior Management when a project deviates
from the project schedule or fail to meet client expectations. To implement any lessons learned,
outcomes are communicated to :he team ad incorporated into on-going training.

If, for any -eason the team/client are unable to resolve,
authority t> resolve any client is ue immediately and is available 24/7/365 to speak to cl ents.



#
STAFF T AINING

As an acti/e member of the Marketing Society, IPA, IPM and DM \ we are committed to building a
highly skilled, world-class creati e services workforce.

We use the IPA’s CPD (Continu us Professional Development) p ogramme to promote a culture of
i i nd personal development. For exa nple,
recently completed the IPA Search Certificate to address a particular gap in

expertise.

Having suzcessfully achieved accreditation in each of he last 15 years, we are aiming for Gold
categorisation (awarded only to leading agencies acro ;s the UK).

All our Ac :ount Directors/Managers sit the IPA’s Foun jation Certificate and .egal Regu ations
exam, which mitigates risk during project management.

We invest heavily in staff trainin | with attendance at e iternal seminars, conf :rences, workshops
and cours 3s - which are shared internally at agency ‘s yow and tell’ sessions.

PERFORMANCE MANAGEMENT

Staff performance is monitored n an on-going basis t irough weekly 1-2-1s, an annual appraisal
and a mid year interim review with Line Ma rager. Fee Iback is gathered from colleague s and
clients. Purpose is to monitor/give feedback on perfor 1ance/prog -ess/personal develop nent, as
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well as prviding objectives to help further their develooment goals.

[1,800]
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Question 2.3.3 - Weighting - 30% (Word Count 1500)

Business Management - In order to meet the contract management requirements outlined in
Schedule 1 and Schedule 1A of the Entire Agreement, the Contractor must have well established
formal tracking tools and processes to deliver the service, ensuring business continuity at all times.
These must be used as a formal monitoring mechanism within your organisation. Please provide a
detailed breakdown of your processes for tracking and delivery, paying particular consideration to
the following:

o details of all tools and processes to track and report on progress of tasks and how you keep
abreast of the latest tools and technologies in the sector;

o details of the management reporting arrangements employed to monitor tasks;

o details of how these outputs will contribute to the management of risk and inform future
activities;

o details of formal methods/process for identifying and addressing errors or under delivery
including how and at what stage the client is informed.

e provide examples of the management information and details of any additional management
information that will be available, including frequency. Outline how all of this will be used to
identify and manage activity across the framework.

e details of any business continuity management standards applicable e.g. ISO 22301, and
the processes and procedures in place to ensure the service is delivered in the event of an
emergency situation occurring.

2.3.3. BUSINESS MANAGEMENT
TOOLS AND PROCESSES
To track and report on the progress of tasks we have robust tools and processes.

Our Synergist project tracking and reporting tool logs all tasks and assigns a unique reference.
Staff time and production fees are allocated, generating a Timing Plan and Cost Estimate.

The tool allows for information management, resource scheduling and finance integration, ensuring
all tasks stay on time and budget. Specifically:

How a task is progressing against time and budget
Who has, is and will be working on a task

Which tasks are due to hit which department and when
The status of tasks.



Traffic Manager, | B chairs weekly Production Meetings with Account Directors to
assess progress of existing tasks/ensure resource. Daily meetings are held to ensure that new
tasks are allocated resource.

Head of Digital (HoD), |l chairs Monday morning Development Scheduling meetings to
allocate projects and review resource. We use || NNENGQgQEE

We keep abreast of the latest tracking and reporting tools and technologies.

Member access to the IPA Advisory Service provides us with bi-annual information on market
dynamics, including reporting tools.




.|
Our IT Manager, Il onitors ¢ formance, providing monthly reports for the
Board.

MANAGEMENT REPORTING
The Union has a number of management reporting arrangements in place.
The Digital Account Director/Technical Director/Lead Digital Strategist report formally to HoD on

project KPIs and client service/performance, based on statistical performance/client feedback. HoD
also seeks direct feedback and disseminates this through internal meetings.

We report/analyse on digital/web project to clients using || NGNS
I

I hich allows us to identify areas for

improvement, and for performance issues to be rectified.




Board meetings have an agenda item, ‘Client Health’, based on our ‘Traffic Light’ report. Escalation
procedures are enacted where appropriate.

We review the performance of sub-contractors annually, identifying areas for improvement. Jjij

On-going project metrics - response/click-through rates/competition entries - provide ‘real time’
performance. For example, where a particular creative treatment/website might not be effective,
we can respond immediately.

ROI analysis is a key discipline, allowing comparisons with similar activity.
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MANAGING RISK

This process allows us to:

¢ Identify potential risk through data or observation

o Assess risk — seriousness/likelihood

¢ Plan for specific scenarios

¢ Implement actions to prevent occurrence/acting if it can’t be prevented

At its heart is communication - to staff and sub-contractors. Senior Management take responsibility
for client tasks, and disseminate to team members as appropriate.

INFORMING FUTURE ACTIVITIES

The information ensures Continuous Quality Improvement (CQl), allowing us to meet or exceed
the expectations of clients. Our CQI follows a structured process:




We interweave CQI it into everyday work. Staff are encouraged to feedback their own views and
empowered to develop processes to improve future tasks. Senior Managers then ensure that new
processes are implemented.

PROCESS FOR IDENTIFYING ERRORS/UNDER DELIVERY

The Union’s formal process to identify errors or under-delivery is based on the measures through
Synergist, Jira, management reporting, project data, and client interaction. For example:

ADDRESSING ERRORS/UNDER DELIVERY

To address errors or under-delivery we deploy our Escalation Process:



EXAMPLES OF MANAGEMENT INFORMATION

The Union provides regular management information to clients throughout the course of a task.

Timing plans are prepared and circulated to the client from the outset. This gives an at-a-glance
view of project delivery and key milestones. It also facilitates easier transfer of projects between
team members at the PSB when required.

A Cost Estimate is provided to the client at the beginning of a task, based on the agreed
Framework rate-card, proposed Media Plan if applicable, and any external production costs. We
provide consistent estimates based on the amount of hours we expect a task to take and the
production requirements. This provides complete transparency on all aspects of the project budget.

We will provide weekly Status Reports to ensure all parties are aware of what stage the project is
at and can highlight any delays that may arise.
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These are referred to at Status Meetings, the regularity of which is agreed with the client. For short
lead-time projects, meetings tend to be more frequent.

Our ethos is that communication is key to a successful relationship, thus regular day-to-day
contact will be maintained through telephone and email.

Finally, a Contact Report will be provided following any detailed call or meeting that has clear
actions, allowing all to be aware of and the timings associated.

|STATUS REPORT)

{ESTIMATE}A CONTACT REPORT)

A UNION BETWEEN HOW SOON AN HOW MUCH

6. Agency s revert wih prepasal an cante optimisation

UNION | [ UNION! uron [T

ESTIMATE CONTACT REPORT STATUS REPORT & TIMING PLAN

Reporting and management information templates.

This gives both agency and client visibility of agreement and allocation of tasks, as well as
providing on-going information to the project team.

Ongoing data and metrics is also supplied and visible to the client through dashboards, Jira
software and Google Analytics as described above.

BUSINESS CONTINUITY MANAGEMENT

We follow the principles set out in ISO 22301 when developing and maintaining our Business
Continuity Plan (BCP), which lists all possible threats to the agency, potential losses incurred, and
processes, procedures and standards to mitigate against causing disruption to business.




EMERGENCY SITUATION PROCESSES AND PROCEDURES

Through the BCP The Union has a clear process in place to ensure service delivery in the event of
an emergency situation.




We have a data backup structure — internal and external so we can access all task files as

With no physical access to the office, all clients and suppliers are provided staff mobile numbers,
stored on two external FTP servers.

If an alternative office location is required, all telephone traffic is forwarded onto numbers at the
temporary location. In the event that there is no access to servers/desktop machines, devices
would be rented through Hamilton Rentals, with software pre-installed, allowing work within 24
hours.

We have alternative instant office availability across the UK with Clydesdale Bank, or our Leeds
office.

[1,456]
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Question 2.3.4 (Weighting - 10%) (Word Zount 1200)

Business Continuity and Cyber Resilience - A key ele 1ent of the service will be the
Contracto “s Business Continuit ' in respect of Cyber Resilience services. Tenderers sh wuld
provide d ‘tails of any standards applicable in this area (e.g. ISO 27001, ISO 22301, ISO/IEC
20000, C ber Essentials/Cyber Essentials Plus or thei- equivalents), advise whether an/
certifications are held and provi e details of any plans to achieve any cetrtification. Tenderers
must also describe their procedures to ens ire continuity of service and protection against
cyber-attacks, paying particular attention to the followi 1g:-

e (deails of processes folloved including those for assessing future risks;

o testing of Disaster Recovery policies and procedures, incl iding the dates,
du-ation and frequency;

e m thods for the back-up of delivering services should an incident occur including
m npower and access to equipment;

o m thods in place to mitigate agains cyber-attazk and crime using online technologies
including processes relating to Boundary Firewalls and Intarnet Gate vays, Secure
Configuration, Access C ntrol, Mal rare Protec!ion and Patch Management;

Tenderers should refer to the UK Governm >nts Cyber Essentials Scheme and consider the
informatio 1 included within the scheme when providing their resp »nse to this section.
(https:// w vw.qgov.uk/government/publications/cyber-e :sentials-scheme-overview)

Where ap »licable, Tenderers m st ensure that any su-contractors appointe d to deliver any of the
services have Business Continuity and Cyber Resilien e measur s in place.

2.3.4. HO N WE ENSURE BUSINESS CO ITINUITY \ND PROT:=CTION AGAINST C 'BER-
ATTACK |

To ensure continuity of service re follow the principles of ISO 22301 and have designe 1 our
Business Continuity Plan in line with this. We aim to have full ISO 22301 certification in 2017.

In order to mitigate against Phishing and Hacking we fllow the recommendations of H |
Governm ant Cyber Essentials Scheme. Our application for this is currently with the certification
body for asproval.

We have ilentified the likelihood and potential impact »f factors which may disrupt the business.
Critical business processes hav : then been identified, as have the assets required to d liver
these pro :esses.

Every effort has been made to easure that idequate firancial, organisational, technical and
environm ntal resource is available. The safety of staf and systems has been placed at the heart
of this pro-ess. Adequate insur ince is in place to cov :r any potetial risk, and funds w)uld be
available to hire equipment and relocate th : company (o work fro n serviced offices in Edinburgh
should the need arise.

DISASTE R RECOVERY PROC zSSES TO ENSURE >ONTINUI 'Y OF SERVICE

Assessing future risks

We contin Jally review and asse is the business contin lity risks. Any change ; are imple nented and
staff are informed and trained on these changes at Union Academy sessions.




Testlnq of Disaster Recovery policies

Mitigating against data loss

BACK UP SYSTEMS TO ENSURE CONTINUITY

BACKUP SCHEDULE




Offsite storage

Mitigate p »wer failure

Remote a :cess to servers

Maintain communications

Equipment rental




METHOD 5 TO MITIGATE AGAINST CYBER ATTACKS

The meth )ds we use to protect igainst these types of attacks are:
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2.4 Sustainability/Corporate Social Responsibility (Weighting 0%)

Question 2.4.2 (Weighting - 0%) (Word Count 100)

Tenderers must confirm that, where appropriate, they will support the Scottish Ministers policies on
Sustainability and Corporate Social Responsibility in delivering the service required.

#

2.4.2. SUSTAINABILITY AND CORPORATE SOCIAL RESPONSIBILITY

Sustainable procurement is defined as: "A process whereby organisations meet their needs for
goods, services, works and utilities in a way that achieves value for money on a whole life basis
and generates benefits not only to the organisation, but also to society, the economy and the
environment”. - Scottish Sustainable Procurement Action Plan, October 28, 2009.

The Union confirms that we will support Scottish Ministers’ policies on Sustainability and
Corporate Social Responsibility in delivering the Framework contract.

We have a strong track record in this area, and will continue to support the Scottish Government in
its CSR objectives.



N
Question 2.5.2 (Weighting - 100%) (Word Count 800)

Please describe how your organisation proposes to commit to being a best practice emloyer in
order to s ipport these Scottish Ministers workforce po icies in the delivery of this Framework.
Answers ‘'eed not be constrained to or be reflective of any examples given alongside this
question.

The tenderer should take the enjagement and empowerment of staff seriously; take a positive
approach fo rewarding staff at a level that helps tackle poverty (e.g. through a commitm znt to
paying at least the living wage), srovide ski ls and training which elp staff fu'fil their pot2ntial, that
you do no' unfairly exploit staff (2.g. in relation to matt :rs such as the inappr priate use of zero
hours con racts): that your company will de nonstrate jrganisational integrity with regards to the
delivery o "those policies. This r :assurance should be achieved b/ providing tangible a d
measurab'e examples that can be monitored and repo ted as part of on-goin 3 contract
management.

2.5.2. WORKFORCE BENEFITS

As a best oractice employer, we have a range of policies and pro :edures focused on engaging
with and empowering each member of our vorkforce rith positive employmeint terms a d
conditions. Our policies are aligned with the Scottish inisters’ workforce policies and t e Fair
Work Convention. This will contiue through the duration of the contract, and we will monitor and
report on it.

ENGAGING AND EMPOWERING STAFF

Our board members have an ‘open door’ p licy, aiding transparency and allowing staff to
communicate their needs.

We encourage a growth mindset where people are empowered to influence igency life. We adopt
360-degree information exchange through a Staff Survey and twice yearly appraisals th at highlight
successe - and opportunity for d 2velopmen .

Staff meetings are held monthly.
REWARDING STAFF
All of our :mployees were paid t1e Living Wage well in advance of its imple 1entation. We are an

Accredite | Employer. We have amended our contract with our cleaning company to ensure that
everyone wvorking in our building is paid the Living Wa je.



Telephone: 0131 625 6000

Web:

1o Edinburgh

We are an Accredited Living Wage Em loyer. H

From incection in 1996 we have paid all staff a 4% co tributory p :nsion - and continues to pay
above the required level.

To nurture talent in the agency, 1 formal training structure gives Account Directors clear
responsibility for a particular strand, reporting to the M anaging Director:

Our IPA’s CPD programme demands that all people lo3 at least 24 hours of personal development
annually. Ve have achieved this for 14 consecutive years.
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L _________________________________________________________________________________Fu

Uniquely i1 Scotland, we are members of Worldwide Partners. This supports our employees’
developm :nt by sharing learning from inter 1ational co ferences and informa :ion share. We had
three mentors and two mentorees benefitting from the Marketing Society Associates Programme.

S WORLDWIDE

" PARTNERS

Delegates a the 2016 EMEA meeting, >pened by Pauline Aylesbury from the S :ottish Gover iment.

NON-EXPLOITATIVE CONTRACTS
The Union does not, and will not, offer zero hours contracts. We do not use ‘umbrella’ ¢ mpanies.

We are supportive of flexible working, working from home and, at present, we have peole working
part time, compressed hours, flexitime, and phased retirement. We allow career breaks.

We are currently providing pro bano consultancy for a new initiati 'e designed to connect
employers and parents looking for part-time flexible w rk.

ORGANI ATIONAL INTEGRIT
We demo strate organisational integrity through tangi lle results.
e In 2016 we promoted 17 % of our staff in recog iition of personal development.

e La st year we recruited niie people at entry lev |, creating >areer opportunities ad
suporting the industry.

e Fol lowing talks with a range of educational establishments, such as Strathclyde Jniversity
an 1 Forrester High School, last yea - we gave placement experience to 12 young people. In
ad litional, we provide three month )aid internsnips to two undergraduates each summer.

o We recruit people based on aptitude and attitu le, not their protected characteris ics, such
as gender, religion, sexual orientation.



o We have opened conver ;ation with SDS regar ling the employment of a Modern
Apprentice.

o We currently employ people from various ethni : backgrounds and 17 different nations,
highlighting diversity.

o We are a Cycle Friendly Employer — since 201 3.

Our Staff 1andbook makes clea - the responsibility for vorkplace respect and tolerance. Our
flexible w rking and general culture contributes to wor /life balance.

We provide a lively, empowering and positive culture trough reg ilar staff events, montily staff
meetings, lunchtime yoga, ‘Albu n Fridays’, fortnightly ‘Picture Quiz’, and bake days.



TANGIBLE REPORTING METRICS

e Engag ! with three external e lucation bodies

¢ Recruit two graduates p.a.

e Recruit one Modern Apprentice

e Attain I1vestors in Young Pe ple

¢ 50% g nder split

¢ 50% g nder split in senior positions

e Annual staff survey

e Annual 360-degree appraisal

e Annual 360-degree interim a praisal

¢ IPA CPD Certificate

¢ 16 inte nal training sessions .a.

e Extern 1l opportunities available to 100% of staff

e Extern 1l paid-for training achieved for at least 50% »>f staff
¢ CPD a :hieved annually

¢ CPD Gold (for outstanding performance) achieved for the first time
e No zer) hours contracts

e Living Vage Employer

e Proven flexible working

e Clear communication of expe:tations through Staff Handbook
e Measu ement through Staff Survey

e Sub-co ntractor adherence to hese stan lards

[800]
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#
2.5 Workforce Benefits (Section Weighting - 5%)

Question 2.5.3 (Weighting - 0%) (Word Count 100)

The Scottish Business Pledge is a Government initiative which aims for a fairer Scotland
through more equalily, opportunity and innovation in business. Information on this can be
found at the following link:

https.//scottishbusinesspledge.scot/

Tenderers are asked to confirm if they have signed up to the Scottish Business Pledge.

2.5.3. THE SCOTTISH BUSINESS PLEDGE

The Union can confirm that we have signed up to The Scottish Business pledge.

Because what's . - . :

good for your 4 \ : .

business is good for \ A L

all of us. 1 . t =
= e f,

Let’s all play our part in
building an even more

courageous, competitive Living Wage Zero Hours Workforce Balanced

and forward-thinking
business opportunity in How fair pay deliversa more Contracts Engagement Workforce

Scotiand. committed workforce. Whynot using exploitative How bringing out the bestin Businesses with more
staff contracts benefits your your employees adds value to diversity do better.
business. your business,

READ MORE READ MORE \\
A Y

Make your \

Invest in Youth Innovation Internationalisation Community Prompt Payment

Is there a business in the world How innovation can create Explore opportunities to make Connect with your customers Paying your bills promptly has

that couldn't benefit from ‘new new value for your busi international connections and by giving scmething back. a positive impact on your

blood? access new markets. suppliers, especially small
businesses

~ Y . \ \
READ MORE -~ READ MORE ~ READ MORE @ READ MORE €
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#
2.5 Workforce Benefits (Section Weighting - 5%)

Question 2.5.4 (Weighting - 0%) (Word Count 100)

The Scottish Living Wage Accreditation Initiative and the Living Wage Foundation recognise and
celebrate the responsible leadership shown by Living Wage Employers and support employers to
incorporate the Living Wage into organisational structures long term. More information can be
found at the links below:

http://scottishlivingwage.org/-

http://lwww.livingwage.org.uk/

Tenderers are asked to confirm if they are accredited as a Living Wage Employer.

2.5.4. THE SCOTTISH LIVING WAGE

The Union can confirm that we are accredited as a Living Wage Employer.

The Union Advertising Agency
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